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The Digital Democracy Initiative (DDI) is a
programme to safeguard inclusive democracy
and human rights in the digital age. It focuses
on supporting local civil society in the Global
South, particularly in countries undergoing
democratic regression and where civic space
is under pressure.

For more information visit:

>
CIVICUS

CIVICUS is a global alliance of civil society
organisations and activists working to
strengthen citizen action and civil society
throughout the world.

For more information visit:
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KEY TERMS AND DEFINITIONS

KEY TERMS AND
DEFINITIONS

A

Artificial Intelligence
(Al): In the field of
computer science, Al is
defined as machines and
technologies performing
tasks previously
attributed to humans,
such as language
processing, decision-
making, and identifying
objects and analysing
data.’

Al accountability and
advocacy: For the
purpose of this research,
this refers to civil society
efforts to advance
protection of human
rights in the deployment
and regulation of Al as
well as to hold deployers
and developers
accountable for rights
violations.

Al hallucinations:
When a large language
model (LLM) generates
a response “that
seems plausible but is
actually inaccurate or
misleading”.2

Algorithmic opacity:

The lack of transparency
about the factors
influencing the decisions
and outputs of Al
systems.

Al sandbox: An isolated
testing environment
where developers

and researchers can
experiment with Al and
trial new models.

D

Data annotation: The
process of labelling raw
data such as images,
text, videos, and audio to
make it understandable
to a machine learning
model.?

Deepfake: A type of
hyper-realistic synthetic
media created using
GenAl.

Deep Packet Inspection
(DPI): A method of
examining and managing
network traffic, whereby
network packets (smaller
segments of information
sent over the internet
such as an email, video
or image) are evaluated.

Digital Democracy
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Based on what the
content of a packet is,
traffic can be altered,
blocked or filtered.*

F

Facial Recognition
Technology (FRT): A
type of Al-powered
biometric identification
system that identifies
or verifies someone's
identity by analysing
their facial features.

Fine-tuning: Databricks
defines fine-tuning as
“the process of adapting
or supplementing
pretrained models by
training them on smaller,
task-specific datasets”.®

G

Generative Al (GenAl):
A type of Al that uses
algorithms to create

and generate synthetic
content such as text,
videos, photos and audio
based on training data
patterns.®

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy
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Human-in-the-hoop
(HITL): A process or a
system where humans
are actively involved

in Al workflows so that
their feedback can help
improve models “to
ensure accuracy, safety,
accountability or ethical
decision-making” of Al
systems.’

L

Large Language Models
(LLMs): In natural
language processing,
LLMs are Al models
trained on large text
datasets with the
capacity to “understand
and generate human-
like text, recognize
patterns in language, and
perform a wide variety of
language tasks without
task-specific training.
They represent a
significant advancement
in the field of natural
language processing
(NLP)"8

M

Machine Learning (ML):
A subfield of Al focused
on training algorithms on
large datasets to learn
from data and make
their own rules without
being programmed.®

Misinformation and
disinformation:

While misinformation
is generally defined

as the spread of
inaccurate information,
disinformation is

the spread of false
information with the
intention to deceive or
cause harm.°

\'|

Natural Language
Processing: (NLP): A
subfield of computer
science and linguistics
concerned with
understanding and
analysing human
language. Widely
deployed in many of
the technologies and
software people use

on a daily basis, NLP
combines statistical
models, machine
learning, and linguistic
rules to perform a wide
range of tasks including
sentiment analysis,
machine translation, and
text classification."

Digital Democracy
Initiative

Phishing: A tactic of
crafting and spreading
deceiving messages

to trick recipients into
clicking on a malicious
link, downloading an
infected file or inputting
sensitive personal
information such as
passwords and financial
information.”

S

Spyware: A type of
malicious software
(malware) that infects
devices to collect
personal information and
monitor user activities,
usually on behalf of
governments.”

T

Training datasets:
Collections of
information in different
formats—text, images,
videos, audio— on which
a machine learning
model is trained “to
make predictions,
recognize patterns or
generate content”.

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy
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KEY FINDINGS

» Surveillance of public and digital spaces pose
severe risks to civic space. FRT deployment
facilitates mass surveillance in public spaces
and severely undermines anonymity, freedom of
movement, and freedom of peaceful assembly. Al
tools also provide law enforcement agencies and
government authorities with the capabilities to
collect and analyse vast amounts of data on their
citizens, and those they perceive to be a threat,
for instance, through Al data mining, predictive
policing, and risks analysis tools. Despite the
risks and biases associated with these tools,
states continue to acquire them from companies
looking to profit and then deploy them in human
rights violations. In contexts where robust data
protection and Al regulations are lacking, civil
society organisations (CSOs) are even more
vulnerable to the chilling effect of surveillance.
As a result of increased deployment of Al in
surveillance, civil society actors feel monitored
and unsafe. Fearing retaliation, they may resort to
self-censorship and avoid protesting or engaging
in civic life and public matters.

Surveillance
of public and
digital spaces
pose severe
risks to civic
space.
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Content moderation systems used

by social media platforms have long
been shown to impact human rights
and the civic space, as they can lead

to over-moderation of the legitimate
right to free speech, hindering access
to information and civil society’s ability
to mobilise and reach audiences. This is
due to a number of factors, especially:
1) embedded biases in these systems
which tend to disproportionately affect
Global South users; 2) while systems can
categorise the type of content posted,
they may still fail at determining the
context in which it is posted, particularly
with sensitive content, for example,
health information or documentation

of human rights abuses; and 3) the

lack of human oversight in algorithmic
content moderation makes it difficult
for those affected to understand why
their content was removed and then to
address it.

Under-moderation of harmful content
could put the safety and wellbeing

of civil society activists, journalists,

and excluded groups at risk. Content
recommendation systems deployed by
social media platforms can exacerbate
the spread of misinformation and
disinformation, as well as controversial
and sensationalist content such as hate
speech and incitement. As a result,
access to credible information and open
public debate is undermined. Content
recommendation systems also downrank
the visibility and reach of civil society
content.

The use of Al to spread disinformation
and target and discredit civil society

is a serious concern. Many survey
respondents said they were concerned
how these tools could be used to
distort narratives about their work and
negatively influence public debate.
Further, deepfake sexual abuse against

¢+". Digital Democracy
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women is contributing to their exclusion
from civic participation due to safety

concerns.

Most CSOs that responded to the
survey mentioned that they use Al in
very limited ways, mostly to assist with
research tasks, and some do not use it at
all. Only a small fraction of organisations
(13 percent of respondents) reported
that their organisations have experience
with developing their own Al solutions,
such as chatbots and Al models, for data
analysis or training datasets.

of CSOs have
developed their
own Al solutions

Based on the survey results, a lack

of financial resources and technical
capacity are major obstacles to Al
adoption by CSOs, followed by the lack
of localised models that understand
local contexts and languages.

Nearly a third of survey respondents
cited human rights and ethical

concerns as one of the obstacles that
prevented their organisations from
effectively deploying Al or deploying

it at all. Respondents were particularly
concerned about the potential
exacerbation of misinformation and
disinformation (60.7% of all respondents)
and risks to the right to privacy
associated with the design and use of Al
models and systems (57%).

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy 6
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60.7% 57%

of respondents concerned about
concerned about privacy risks from
disinformation Al models

There is a lack of policies and risk mitigation measures to ensure that Al does not infringe
on human rights. Of the 230 respondents who said their organisations deploy Al, only 38
percent stated that they have considered and attempted to address issues of ethics and
rights in the use of Al. This can be explained by two factors. First, for those that deploy Al
tools, its usage remains very limited, while only a small fraction has developed their own

models. Second, CSOs lack the technical expertise and resources to address these risks.

. . . o of CSOs that deploy Al
‘ . ' 3 8 / have addressed ethics
‘ ‘ o and human rights risks

Measures organisations take to protect human rights with Al include protecting personal
and sensitive information, conducting assessments of human rights and data audits,
ensuring transparency and rights protection in automated decisions, outputs, and
stakeholder engagement.

Several obstacles prevent CSOs, particularly in the Global South, from engaging in

Al advocacy and accountability efforts. First, there is a lack of financial resources

and the necessary knowledge and expertise. Second, there is, in some countries,an
unfavourable regulatory and political environment, as well as algorithmic opacity and
secrecy from both deployers and developers of Al systems that shape Al governance and
accountability.Further, CSOs face exclusion from national and international discussions
and forums on Al, and for those based in the Global South, expensive travel costs,

strict visa rules, predominance of the English language and lack of remote participation
alternatives present additional hurdles to engagement.

Several obstacles prevent CSOs, particularly

in the Global South, from engaging in Al
advocacy and accountability efforts

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy 7
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INTRODUCTION

Willingly or unwillingly,
billions of people around
the world have come

to interact with or be
affected by Artificial
Intelligence.

Willingly or unwillingly, billions of people around the
world have come to interact with or be affected by
Artificial Intelligence (Al) in some way or another on

a daily basis through their use of digital services and
platforms.® Content recommendation systems on social
media platforms, streaming services, online shopping
platforms and search engines shape the content people
see and consume.® Content moderation algorithms

are used to detect undesirable content and remove

it” Algorithms deployed by digital assistants recognise
speech to help users perform an action, such as placing
an online order or playing a song.® Smartphones,
messaging apps, and email use Al to predict what users
are typing and help them write messages faster.

Rapid advancements and wider adoption in various
industries, including banking, healthcare, security and
defence, welfare allocation and human resources, has
not only made Al more ubiquitous but has also given rise
to far-reaching ethical, societal, economic and political
implications.” In particular, military deployments in
autonomous weapons are a threat to the right to life
and violate international humanitarian law.?° Additionally,
a few powerful tech giants are infringing on the right

to privacy, stealing copyrighted work, and exploiting
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data workers, mostly in the Global South, to
train and develop their models.? Further, the
unchecked Al advancements are exacerbating
the climate crisis due to the excessive use of
water resources.?? Of concern, public sector
deployment of Al systems, for instance,

in border and migration management,*
policing®* and welfare allocation,* contribute
to the discrimination of excluded groups and
amplify inequalities.

Civil society’s
position in relation
to Al deployers,
developers, and
regulators is unique
and shaped by
power asymmetries

Civil society, as any other sector, is not
immune to Al's disruptive implications and
impacts; however, its position in relation to
Al deployers, developers, and regulators is
unique and shaped by power asymmetries.
First, civil society organisations (CSOs) face
Al-enabled threats from state and non-
state actors that negatively interfere with
their human rights work. These include facial
recognition systems used for surveillance of
activists and protesters,?® content moderation
algorithms that suppress dissent, and Al-
generated disinformation campaigns that
erode information integrity and public trust.’
Second, as CSOs and activists experiment
with Al and increasingly adopt it in their
work, such as in fact-checking, operations,
interactions with audiences and in creating
content, they must grapple with the ethical
questions and potential risks to human
rights.?® These risks include amplifying biases
and the spread of misinformation, over-
reliance on corporate models from the Global

¢+". Digital Democracy

2.+ Initiative
North, particularly the U.S., and compromising
personal and sensitive information.?® Without
adequate safeguards, CSOs risk perpetuating
the same harms they seek to address. Third,
civil society is a key actor in advocating
for the respect and protection of human
rights in Al deployment and governance.*°
Yet, they face multiple challenges, including
interference with their work, civic space
under pressure, funding challenges® and
obstacles in participating in Al governance
discussions, which are dominated by a few
powerful governmental and private sector
actors.?

This research, therefore, aims to explore these
three power asymmetries pertaining to Al

and civil society. It aims to provide a better
understanding of the risks of Al to CSOs
around the world and the challenges they
face in the deployment of the Al and in Al
advocacy and accountability efforts.

The research is guided
by the following
questions:

1. What risks does the
deployment of Al by state
and non-state actors pose
to civil society?

. How do CSOs deploy Al in
their work? What challenges
and ethical questions arise
from their deployment of Al
and how do they attempt to
address them?

. What challenges does civil
society face in engaging
in Al accountability and
advocacy efforts?

Al'and Civil Society: Threats and Obstacles to Deployment and Advocacy 9
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The first chapter examines the risks of Al

for civil society groups and their work. The
second chapter of the report sheds light on
the extent of Al adoption by civil society,
including how they deploy it and navigate
risks to human rights and ethical questions.
The third chapter looks at how CSOs have
been advocating for human rights safeguards
in the deployment and governance of Al
systems and the different challenges they
face in this regard. The report concludes
with recommendations to improve support
to civil society in their adoption of Al in ways
that align with human rights standards and
advance a rights-based approach to the
adoption and regulation of Al.

<+ Digital Democracy
2.+ Initiative
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METHODOLOGY

The methodology consisted of desk research, a survey
of CIVICUS members, interviews and an online focus

group.

About this research

Literature _
review 2 9 3

survey
responses

1focus group

(8 CSO reps) 7 8 ?
o0 E)Q monions

o0 | D15

‘ ‘ hours of discussion

First, a comprehensive literature review was conducted
to identify trends and key gaps in knowledge. The
review of academic studies, Al policy documents, civil
society reports, and credible media reports focused on
identifying 1) risks posed by Al to civil society—such as
state surveillance, algorithmic content moderation, and
disinformation; 2) risks emerging from civil society’s
adoption of Al tools without adequate safeguards;

3) obstacles and challenges that prevent CSOs from
deploying Al or engaging in the field of Al accountability;
and 4) a review of key policy trends in Al regulation
globally.
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Based on the literature review and the research questions, a survey was developed and
disseminated among CSOs that are members of the CIVICUS network. The survey questions
addressed the following:

» Al systems and applications that pose risks to CSOs and how they impact human rights
and their work.

+ To what extent CSOs are deploying Al in their work and the challenges they face in Al
deployment, and what (if any safeguards) do they have in place to address and mitigate
risks associated with such adoption such as bias, privacy, technological dependence on
U.S. models, etc.

+ To what extent CSOs aim to shape how Al is developed, deployed, and regulated and the
obstacles they face in advocating for human-rights based deployment and governance
of Al (such as lack of funding and resources, algorithmic opacity, lack of opportunities to
develop required knowledge and skills, etc.).

The survey was disseminated among CIVICUS members and 293 responses were received. The
interviews were conducted with seven experts working at the intersection of human rights and
Al and technology to help gain more in-depth insights and address any gaps in data.

Subsequently, a 1.5-hour focus group discussion (FGD) was conducted remotely with eight
representatives of CSOs that have experience with deploying Al to discuss their experience
and how they approach ethical questions and govern Al use internally. This FGD helped inform
the development of an introductory toolkit on how CSOs can deploy Al in a way that aligns
with human rights standards.

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy 12
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Chapter 1

AI-ENABLED HUMAN
RIGHTS THREATS TO CIVIL
SOCIETY

Al and Civil Society: Threats and Obstacles to Deployment and Advocacy 13
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As a result of increased deployment of Al in
surveillance, civil society actors feel monitored,
unsafe, and more afraid to engage in civic and
public matters

Al deployment by state and non-state actors and digital platforms pose several threats to civil
society around the world. Survey respondents were most concerned about risks emanating
from Al in surveillance, specifically within the digital space (57 percent) and in public space
(50 percent). Predictive policing was a concern for 43 percent of respondents.

In what areas does Al deployment by the government or the private
sector constitute a threat to yout organization’s work?

Digital space 1 67

surveillance

Public space
surveillance

Generating
content

Content ranking,
curation and
recommendation

Predictive
policing

Content
moderation

o

50 100 150 200

A little less than half of respondents stated that they were concerned about Al deployment
in generating content (46 percent) and curating, ranking, and recommending content (43
percent). Slightly over a third of respondents were concerned about algorithmic content
moderation systems.

= (S

57% 50% 46% 43%

of respondents of respondents concerned of respondents of respondents
concerned about digital about surveillance in concerned about concerned about
space surveillance public spaces Al-generated content content curation and

recommendation

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy 14
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This chapter provides an overview of Al
systems that undermine civic space and pose
a threat to civil society.

How Al is shaping
and exacerbating
surveillance of civil
society around the
world

The deployment of Al-powered surveillance
and policing technologies pose a serious
risk to civil society. Despite calls from civil
society to strictly regulate and reign in the
deployment of the most invasive Al systems,
states around the world continue to acquire
these systems from companies looking to
profit from lucrative government contracts
and deploy them in ways that violate human
rights. These technologies include FRT,
predictive policing, data analytics, and risk
analysis tools and spyware.

Overview of Al-enabled public
space and digital surveillance
tools and tactics

This sub-section provides an overview of
different Al-enabled surveillance technologies
that threaten civil society.

Facial Recognition Technology
(FRT)

FRT enables deployers to scan facial
biometrics of people and compare them
against databases of images, often captured
illegally or without consent, such as by
scraping people’s images from the internet.®
People can be tracked and identified in real
time or retroactively, but regardless, FRT is
considered a tool of mass surveillance that
threatens the rights to privacy, association,
and peaceful assembly, and exposes Black,

2o Initiative

Indigenous, and People of Colour (BIPOC) to
discrimination and bias.

FRT deployment has been increasing around
the world despite the severe risks this
technology poses to fundamental rights

and freedoms and the work of civil society.
In Iran, authorities have used it to identify
and track protesters, dissidents, and women
not adhering to the country’'s mandatory
hijab rules.®* In China, the “world leader” in
FRT deployment,® these technologies are
deployed as part of a national surveillance
system that constantly tracks people and
targets minority groups.® In Russia, which is
second to China in FRT use, the authorities
use the technology pre-emptivelyto stop
those who joined protests in the past from
joining other protests.®” Other governments in
Europe, including those of Hungary, the UK3®
and the Netherlands, deploy such technology
at protests.®®

In India, where FRT use by law enforcement
agencies has been proliferating,*° data
collected from facial recognition systems

is connected to a “comprehensive and
integrated database of criminal records

and crime statistics across the country”.#

In Phuket, Thailand, as part of a safe city
project,*? the government contracted a UK
company to provide “a smart city system with
Al-powered video analytics connected to
international databases for facial recognition
and wanted persons”.*®

Across Africa, governments are buying CCTV
camera surveillance tech with facial and car
number plate recognition, with Nigeria, Ghana,
and Zambia having each spent over US$350
million on ‘safe cities’ mass surveillance
programmes from China, according to a
2025 report from the African Digital Rights
Network.** Egypt has been building dozens
of new smart cities, including a new capital
that has a surveillance network of 6,000
facial recognition cameras.*® This is viewed
as an attempt by the ruling regime to control

Al'and Civil Society: Threats and Obstacles to Deployment and Advocacy
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the public space and prevent a repeat of
the 2011 protests that toppled the Mubarak
dictatorship.%®

In Latin America, the technology’s adoption
“has advanced quickly and quietly”, where it
is applied the most is in “public safety” and
“surveillance of public spaces” as well as
“applications in the framework of transport,
social assistance and migration”.’ In 2024, it
was reported that law enforcement agencies
in several countries in Latin America and the
Caribbean, including Brazil, Colombia, Chile,
the Dominican Republic and Trinidad and
Tobago were deploying a facial recognition
tool developed by a controversial U.S.
company, Clearview Al.*®

O Panoptico: Mapping FRT
in Brazil

O Panoptico, a Brazilian civil society
monitoring project, has documented 535
facial recognition technology projects
across the country — affecting an
estimated 97 million people.

The project reveals how FRT deployment
has expanded rapidly with little
regulatory oversight or public debate.

Predictive policing and border
management

Predictive policing relies on Al and data
analytics to predict potential crimes or
undesirable activity (such as a protest) before
they happen.*® While it is not new for law
enforcement agencies to track and monitor
crimes, Al provides them with the capabilities
to analyse vast amounts of data. In many
cases, this data is collected in illegitimate
ways.

Israel®® has used algorithms to profile
Palestinians under the pretext of preventing
terror attacks by analysing vast amounts

oslece Initiative

of social media data such as a user’s

social media posts, profile photos, age and
hometown to “identify attackers before they
act”.®' These systems are already inherently
biased, given the Israeli government’s
criminalisation of Palestinians’ peaceful
calls for an end to the occupation or their
resistance to it.>? Authorities in a number of
Indian states deploy predictive policing.5
“Delhi’'s Crime Mapping Analytics and
Predictive System (CMAPS) collects data
every three minutes from the Indian Space
Research Organisation'’s satellites, historical
crime data, and the ‘Dial 100" helpline to
identify ‘crime hotspots’ which are crime-
prone areas”.®*

Policing data, on which predictive policing
software is built, is incomplete or biased,
leading to a ‘feedback loop’, amplifying
policing of communities that are already
over-policed and face discrimination.®® The
technology was shown to perpetuate existing
biases and forms of discrimination against
Black people in the U.S.°¢ These systems are
also deployed to predict the likelihood that
someone who was convicted of a crime is
likely to reoffend.®’

Predictive policing, risk-assessment and
data analytics tools are deployed in border
and migration areas, which can not only
hinder freedom of movement, but potentially
endanger the migration status of people,
including activists.

Authorities across the world deploy Al-
powered profiling and risk-assessment
tools to profile passengers and analyse their
data with the purpose of anticipating their
risk level.®® Based on outputs from these
tools, border and migration authorities can
decide whether to allow entry to a traveller
or subject them to additional security
checks. Companies that sell such tools “claim
their software can detect terrorists, human
traffickers, drug dealers, serious criminals,

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy
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missing persons and increasingly, people
migrating without papers”. For instance,
French company Idemia’s BORDERGUARD
suite combines Al and biometrics for

border control. It includes BORDERGUARD
Targeting, an Al-based risk-assessment
software for governments to “anticipate
risks by processing and analyzing passenger
data”.%® In 2023, as Kenya implemented an
Electronic Travel Authorisation (ETA) system
to replace its previous e-Visa system, it
acquired a border security system from a
Swiss company called Travizory..° According
to the company, its system combines “real-
time carrier data, Al-powered profiling and
risk-assessment and automated alerts” and
“enables proactive intervention and informed
decision-making to prevent threats from
reaching the border”®' The government of
Kenya reportedly replaced the Travizory
system with a different one in 2025.%2
However, the system has been operational in
the Seychelles since 202153

Spyware, DPI and phishing attacks

State and non-state actors deploy algorithms
in different forms of online surveillance that
infringe on civic actors’ rights to privacy,
freedom of expression and information,

and freedoms of peaceful assembly and
association. These include Deep Packet
Inspection (DPI), phishing, and spyware
attacks.

While DPI is a method that can be used for
legitimate purposes, such as the detection
and blocking of spam, viruses, and child
exploitation content, governments use it to
censor legitimate speech. For example, the
Egyptian government uses it to block access
to websites, including those of independent
media and CSOs®* as well as to virtual private
networks (VPNs),%® which can help users
navigate the internet more privately and
circumvent government censorship. Machine
learning allows deployers of DPI to be more
precise in monitoring and categorising

«see¢ Initiative
content to be blocked.®®

Machine learning is used in spyware attacks
by governments to infect the devices of
targeted individuals in order to access and
steal sensitive information and monitor

their behaviours.®” Governments around the
world deploy spyware to spy on opponents,
dissidents, HRDs, and journalists.®® Since

the 2010s, spyware providers have been
integrating machine learning with their
software which “has broadened targeted
surveillance capabilities”.*® Machine learning
can be deployed at different stages of a
spyware attack, making it easier for attackers
to identify victims, discover software
vulnerabilities to be exploited in zero-day
attacks,’® and bypass passwords and security
tests.”!

In addition, governments and cybercriminals
can abuse Generative Al in phishing attacks’
to gain unauthorised access to others’
personal information. Governments use
phishing to target opponents, critics and
civil society. Generative Al allows attackers
to better research their targets and craft
convincing messages. Attackers can also
deploy Al to create deepfakes, —hyper-
realistic audio, videos, and photos—aimed at
impersonating someone the target knows in
order to trick them into clicking on a link that
contains malware or installing spyware onto
their device.

Impacts of Al-powered
surveillance on civil society

Civil society groups and activists around

the world are concerned about the impact
of Al-powered surveillance technologies on
human rights and their work, especially given
that robust, rights-based regulation of Al still
significantly lags behind development and
deployment. Al deployment in surveillance
and invasive technologies such as FRT,
spyware, and predictive policing infringe

on privacy, freedom of movement, right to

Al and Civil Society: Threats and Obstacles to Deployment and Advocacy
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association and freedom of expression.

In the Occupied Palestinian Territories, Israel
has for years deployed facial recognition
systems to subject Palestinians to constant
surveillance and policing and restrict their
freedom of movement.” During the genocide
in Gaza, Israel has accelerated its deployment
of facial recognition technology , which it
uses, along with automated decision making
tools,’ to identify, track, and select targets
for killings.” The Israeli military has deployed
machine learning tools, such as Lavender,
which “assigns ratings to people in Gaza
related to their suspected affiliation with
Palestinian armed groups for purposes of
labeling them as military targets” and Where's
Daddy?, which “purports to determine when

a target is in a particular location so they

can be attacked there”.”® These tools, which
rely on mass (biometric) surveillance, lack
proportionality and human oversight, and
have contributed to mass killings and the
evisceration of civilian infrastructure in Gaza,”
affecting everyone including journalists,
humanitarian workers, and HRDs. According to
the Committee to Protect Journalists (CPJ), at
least 259 journalists and media workers have
been killed in the conflict (through 30 March
2026),’® making it the deadliest conflict for
journalists since CPJ started collecting data
more than 30 years ago.”

“You are being constantly watched through
various systems, and they are all collecting
so much data because we know the Israeli
surveillance regime is extensive. Our phone
calls are always tapped; our communications
are always going through Israeli ports..There
are also the drones that are collecting so
much information on Palestinians. There are
also the checkpoints, where every checkpoint
has a set of cameras. So someone like me

as a Jerusalemite, | really worry about how
much information they are collecting and
how it could affect me in a harmful way.

It is the way the occupation works. It is
control and domination. So if anything is

2.+ Initiative
a bit off, according to them, which could

be totally legal and normal for me, they

use that information to harm us. We fear
retribution if we practice our basic rights and
civil liberties”, said Jalal Abukhater, Policy
Manager with 7amleh, a Palestinian digital
rights organisation. He added, “Because of the
killing and the genocide in Gaza people are
terrified of the idea of communicating over
WhatsApp or communicating over certain
channels because they know that any sort of
information that Israel receives, they have Al
systems that are created to just assume that
you are guilty and assume that you and your
entire family can be bombed”.

“Our phone calls are always tapped;
our communications are always going

through Israeli ports”

— Jalal Abukhater

These systems severely obstruct

civic freedoms, and the impacts are
disproportionate for excluded groups and
individuals. FRTs are more likely to mis-
identify people of colour and predictive
policing systems are trained on historical
racist policing data that are more likely to
criminalise historically marginalised groups.
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The Pakistan-based disability rights
organisation, Spring NGO, reported that:

Predictive policing
powered by Al can
result in the over-
policing or profiling of
marginalised groups,
including persons
with disabilities,
under the guise of
maintaining security

“Predictive policing powered by Al can

result in the over-policing or profiling of
marginalised groups, including persons with
disabilities, under the guise of maintaining
security. Such practices may discourage
community members and activists from
participating freely in public advocacy events,
thereby shrinking civic space and creating an
atmosphere of fear. Public space surveillance
technologies, such as facial recognition, also
threaten privacy and freedom of assembly.
These systems often fail to accurately identify
persons with disabilities or those using
assistive devices, leading to discrimination

or misidentification. The knowledge that
public gatherings or protests might be
monitored using Al-driven tools can reduce
public participation in advocacy activities
supported by Spring NGO. Digital surveillance
through spyware or phishing attacks directly
undermines the security of NGOs. As Spring
NGO engages with human rights defenders,
government bodies, and international
partners, Al-powered digital threats could
expose sensitive information, jeopardize the
safety of activists and erode trust among
stakeholders.”

#+'3% Digital Democracy
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“I maintain that, in Chile, Al still
makes mistakes in recognition that
could endanger people or in the

interpretation of attitudes, which could
lead to a person being wrongfully
detained due to a camera error”

— Survey respondent, Chile

“I maintain that, in Chile, Al still makes
mistakes in recognition that could endanger
people or in the interpretation of attitudes,
which could lead to a person being wrongfully
detained due to a camera error”, a survey
respondent stated.

The repercussions for civil society activists
with a migration background could include a
ban on entry to a country or the revoking of
their visa or their right of residence. This has
been a concern for many Palestinian and non-
Palestinian students involved in the Palestine
solidarity movement in the U.S. In March 2025,
the U.S. State Department announced the
deployment of an Al-powered programme
called Catch and Revoke, where “algorithms
would collect data from social media profiles,
news outlets, and doxing sites” to revoke visas
of students for their pro-Palestine activism
and positions.®°

“I have lots of public information that is
available, if someone wants to look into

my name, they can see that Jalal writes
about Jerusalem, about life in Palestine and
works for 7amleh. This is easily identifiable
information, if you go and ask the system, is
this person anti-Israel, very obviously, the
answer will be yes, but that is not a criminal
act, that is not something illegal. The problem
with the Al tools that are being used on
those borders is that their standard is just
anti-Israel, as if it is a crime of thought, as
if it is a crime that you are suspected of.

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy

19




o AI-ENABLED HUMAN RIGHTS THREATS TO CIVIL SOCIETY et

Your freedom of expression to be anti-Israel
is unacceptable to them. You are denying
people entry based on who or what they
could stand for or the views they espouse.

So, in a way, as a precaution, you are denying
people entry just because of the views they
hold, which are not illegal, they are harmless,
and they are literally principled expressions, in
a sense”, said Abukhater.

Surveillance and policing Al tools infringe on
the right to privacy, leading to self-censorship
and creating a chilling effect on freedom of
assembly and freedom of expression.?' Israel’s
use of predictive policing to allegedly prevent
attacks severely infringes on Palestinians’
freedom of expression. According to
Abukhater:

“Al does get things wrong many times and
using it for predictive policing methods
usually puts innocent people in the crosshairs
and does not really effectively stop people
who actually incite. It is just that people fear
that they are all being targeted, and that your
speech is being policed, and that you do not
have any freedom of expression or freedom
of association because Al tools or the
assumption that you could potentially pose a
threat means that you are already a criminal
in the eyes of the occupation. Of course, it is
not the way due process is supposed to be,
but this is how it is for Palestinians”.
Governments do not have to acquire the
most sophisticated and expensive Al tools

to conduct surveillance. Readily available
data mining tools allow them to easily
analyse and observe what people are saying
onling, as one interviewee who requested
anonymity said. For example, through
automated scraping of vast amounts of data,
law enforcement agencies can analyse and
monitor what people are posting online and
talking about, thereby obstructing users’
privacy and freedom of expression®? Social
media monitoring is also deployed to monitor
(potential) protests and profile protesters in
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order “to learn the identities and affiliations
of the organisers, the location and timing

of a planned action, and other related
information”.®® Use of social media monitoring
has been documented in Mexico, Colombia,
and the UK, among other countries.?*

These different Al surveillance systems

are frequently deployed in contexts where
privacy and data protection laws are weak,
and state surveillance is not restricted or
subject to independent oversight. In Libya,
“the lack of transparency and regulation
allows biometric and facial recognition
systems to be misused for tracking activists
and restricting freedom of expression

and assembly”, survey respondent said,
adding that, “Al-driven surveillance tools,
supported by open-source intelligence
(OSINT) practices and spyware, have been
linked to monitoring of online activities by
law enforcement and armed groups”. One
civil society respondent who requested
anonymity mentioned that Al deployment in
predictive policing and surveillance threatens
the organisation'’s “ability to organise and
mobilise young people freely”, further
explaining that: “These technologies can

be used to monitor gatherings, discourage
civic participation, or unfairly target youth
groups. Digital surveillance, including spyware
and phishing, creates security risks for our
team, volunteers, and community partners—
undermining trust and open communication”.

In Africa, “a big problem is that there is no
adequate legal framework in place. So, the
technologies are being introduced without
that framework, without adequate oversight,
and even stakeholder engagement. Many
are just waking up and seeing things being
installed without them being explained...

In some countries, there are still no data
protection laws and in some countries, and
if those laws are there, the institutions are
not robust enough to oversee the security
agencies”, Victor Kapiyo, a senior researcher
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at the Collaboration on International ICT
Policy for East and Southern Africa (CIPESA),
said in an interview.

“A big problem is that there is no
adequate legal framework in place.
The technologies are being introduced
without that framework, without
adequate oversight”

— Victor Kapiyo, CIPESA

Similarly, in Latin America, technologies are
deployed without proper regulation. “Many
countries do not have proper privacy or

data protection policies beyond having data
protection norms. For example, in Bolivia,
there is no personal data protection law. In
Argentina, the data protection law is very old,
it is 20 years old”, said Juan Manuel Garcia,
an independent consultant working at the
intersection of technology and human rights,
in an interview. In Brazil, where project O
Panoptico has so far documented 535 FRT
projects in public spaces and potentially
more than 97 million people monitored by
these technologies across the country (as of
4 April 2026),% the data protection law does
not apply to processing “done for purposes of
public safety, national defense, state security,
or activities or investigation and prosecution
of criminal offenses”.?¢ Such a loophole

gives authorities broad powers to infringe

on people’s privacy rights. Yamin Curzi, a
professor at the Center for Technology and
Society with the Fundagao Getulio Vargas
Law School in Rio de Janeiro, explained in an
interview:

“We do not have anything right now in Brazil
that actually addresses how data should be
treated when collected by police forces, by
authorities, by judges, etc. So, with this blank
space, the city councils, the mayors, etc. are
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signing contracts with private enterprises
to deploy CCTV and other facial recognition
technologies without any transparency,
without public consultations, without
accountability. And people are vulnerable”.
She added that there have been several
cases of people who were misidentified by
FRT systems in Brazil, especially people of
colour. “But we also know that the systems,
they cannot detect properly, for example,
trans people and also children, they are also
vulnerable”.

“We do not have anything in Brazil that
addresses how data should be treated

when collected by police forces or
authorities”

— Yamin Curzi, Brasil

As a result of increased deployment of

Al in surveillance, civil society actors feel
monitored, unsafe, and more afraid to engage
in civic and public matters

One Nigeria-based respondent stated:

“Al deployment, especially through state
surveillance systems, predictive policing tools
and data-driven profiling, interferes with our
advocacy work by creating fear and mistrust
among communities and activists we engage
with. Civil society actors often feel monitored,
which limits their freedom to organise, speak
and mobilise around sensitive issues such

as governance, human rights, and youth
inclusion”.

A survey respondent working with the Centre
Stage Media Arts Foundation (CSMA) in
Zimbabwe, expressed concerns about the
abuse of CCTV cameras to restrict the right
to protest: “The deployment of cameras

in public spaces is not only being used to
maintain safety and public order. There is
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a real risk that as civic organisations, if we
organise demonstrations, cameras are likely
to be used for surveillance and violating
our rights to freedoms of assembly and
expression. This will likely result in further
restrictions on civic space”.

Unauthorised access to an organisation’s
systems or employees’ devices, for instance,
through the deployment of Al-powered
spyware and phishing attacks, can expose
their information to governments or
cybercriminals seeking to commit fraud.

“Hackers are well positioned to exploit your
vulnerability in use of Al to sabotage an
organisation’s work through hacking into its
systems”, noted one respondent. Another,
stated: “we collect racism stories from
asylum seekers, and participants request
for anonymity; we are always afraid Al can
expose our collection”.

Further, information extracted in an
unauthorised manner can be later used by
authorities to prosecute civic society actors
or by state and non-state actors to discredit
them in disinformation or propaganda
campaigns. A Uganda-based respondent,
said that: “Al-driven phishing attacks can
compromise the security of organisational
systems and data, potentially leading to the
exposure of sensitive information about
human rights defenders, beneficiaries, or
partners. This could put individuals at risk

of persecution or harm”. An interviewee

who requested anonymity highlighted the
sensitivity of financial information, when
leaked and accessed by unauthorised parties,
thereby putting civic activists at risk of
prosecution on allegations of “illicit funds”
and fraud. For example, Tunisian authorities
have used foreign funding as a pretext to
crack down on CSOs and independent media
in recent years.®’

An environmental organisation mentioned
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that mining companies “are always on

the lookout for bad PR against them”.
Unauthorised access to sensitive information
can be abused to facilitate Strategic Lawsuits
Against Public Participation (SLAAPs), legal
actions initiated by private companies and

individuals to silence critics.88

Algorithms used by
digital platforms and
their implications for
civic space

Social media platforms deploy content
moderation algorithms at scale to detect and
remove content that violates their policies.®®
Algorithmic techniques in content moderation
include hash matching “the process of
transforming a known example of a piece of
content into a ‘hash’ — a string of data meant
to uniquely identify the underlying content”
and classification, which “assesses newly
uploaded content that has no corresponding
previous version in a database” to categorise
it and predict whether such content may or
may not violate a platform’s policies.*®

These algorithms can have consequences
for human rights and civic space when they
result in over-moderation of legitimate
speech, infringing on freedom of expression
and access to information as well as hindering
civil society’s ability to mobilise and reach
audiences. In other cases, these algorithms
may fail to detect content that is abusive,
harassing, hateful or inciting, putting the
safety and wellbeing of civil society activists
and journalists at risk, and in turn, preventing
them from doing their work.

Throughout the years, researchers,
journalists, and activists have documented
several challenges with algorithmic content
moderation. First, there is the influence

of socio-political factors and the Global
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North—particularly the U.S.— standards in the
design and implementation of these systems,
resulting in biases that disproportionately
impact users in the Global South.®' For
instance, Meta’s dangerous organisations and
individuals (DOI) policy, based on which the
company instructs its algorithms to remove
content by “terrorist” organisations or in
support of them, is highly influenced by U.S.
foreign policy interests, and those affected by
DOlI-related removals are disproportionately
of Middle Eastern, South Asian, and Muslim
backgrounds.®?

Second, while algorithms can categorise
content, they still struggle with the context
in which content is posted.>® For example,
algorithms can accurately detect when
content is graphic or should not be shown
to younger users with high accuracy;
however, it may still fail to recognise

when violent or graphic content is posted
for awareness-raising and educational
purposes.®* As one respondent noted: “Al-
driven content moderation and ranking
systems sometimes suppress nutrition
advocacy posts that mention hunger or
child malnutrition, misclassifying them as
‘graphic’ or ‘sensitive’.” In the aftermath of
the 7 October 2023 attacks by Hamas on
northern Israel and Israel’s ensuing war on
Gaza, Meta’s algorithmic content moderation
systems erroneously removed videos for
depicting graphic violence.®® In another
example, in 2020, Facebook and Instagram'’s
systems accidentally flagged posts about a
big protest movement in Nigeria denouncing
the controversial Special Anti-Robbery Squad
(SARS) as “fake news”,°® associating the
acronym SARS with misinformation about the
COVID-19 virus.””

Third, the lack of “human in the loop” in
algorithmic content moderation decisions
can present challenges in human oversight,
transparency, and access to effective
remedy.®® This makes it difficult for people to
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understand why their content was removed
and appeal such decisions at a time when
social media platforms have come to rely on
Al in content moderation.

Another challenge is the lack of high-quality
training data to train content moderation
systems in low-resourced languages, many
of which are spoken in the Global South. In
fact, English dominates the field of Al due to
the availability of digitised text data in this
language to train models.*® To address this
challenge, platforms train their systems on
multilingual, large language models which
“infer connections between languages,
allowing them to uncover patterns in higher-
resourced languages and apply them to
lower-resourced languages”.°® These
systems, however, have shortcomings, as
concluded in a 2023 study by the Centre
for Democracy and Technology (CDT)which
found that they often rely on machine-
translated text that contains errors and
does not reflect local languages. They do not
work well in all languages and fail to consider
and reflect the contexts of local language
speakers; and when problems arise, they are
hard to identify and fix.”!

The biases, mistakes, and inaccuracies

in content moderation are compounded

by content recommendation systems,

which activists and civil society actors say
negatively affect the reach and visibility of
their content and expose them to harmful
content. “The right-wing movement in the
United States is using Al and algorithms
(primarily in social media) to their advantage
to spread disinformation and radicalise
people as they promote hate, bigotry,
misogyny, xenophobia, etc”, said a U.S.-based
survey respondent who requested anonymity.
Another respondent wrote that “social media
algorithms often downrank grassroots voices
from regions like South Sudan, limiting the
visibility of our campaigns”.
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Over the past decade, research and
investigative reporting have shed light on

the way the algorithmic systems used by
social media platforms to rank, curate, and
recommend content are exacerbating the
spread of hate speech, disinformation, and
other harmful content. These algorithms

are deployed as a part of business models
aimed at generating profits from targeted
advertising to the platforms and the
companies that own them, determining the
content users see, including ads, organic
posts, recommended pages and accounts

to follow, etc.°?> These recommendations are
made based on the data platforms collect
and infer about users, including their location,
language(s) they speak, age, profession,
previous content they engaged with, interests,
likes and dislikes, etc. This means that users
are more likely to be recommended content
that they would engage with so that they
stay longer on the platforms, which can thus
generate even more information for platforms
to tailor further recommendations and
targeted ads.

By prioritising engagement over quality of
content, these algorithms often end up
making sensationalist content,'® including
sexist, racist, and hateful rhetoric go viral.
This can lead to content that undermines
civic space becoming more visible for users
such as misogynistic influencers and the
anti-rights movement, both of which spread
disinformation and hate that impacts women,
feminist groups, and LGBTQIA+ people,
among others. In addition, those subjected to
online attacks may retreat from civic space
and pubilic life, self-censor or adopt lower
profiles.?* In a 2023 report exploring the
negative impacts of gendered disinformation,
a form of Tech-Facilitated Gender-Based
Violence that is particularly deployed to
target and silence women and -non-binary
activists, HRDs, protesters and journalists,
the UN Special Rapporteur on the promotion
and protection of the right to freedom of
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opinion and expression highlighted the

role of algorithms in spreading this type

of content: “Algorithmic recommender
systems play a major role in exacerbating the
problem. Adversarial narratives exploit the
human tendency towards negative content
and disproportionately drive engagement
on platforms. Algorithmic newsfeeds craft
automatically generated, highly personalized
adversarial content streams that keep users
engaged on the platform, and monetized,
and that in the end corrupt the entire global
information ecosystem”.’°®

The weaponisation of Generative Al to spread
disinformation and target and discredit civil
society is another threat to civic space. A
Taxonomy of Human Rights Risks Connected
to Generative Al, by the UN B-Tech Project,
identified a number of risks that are relevant
to civic space, including its use to create
and spread disinformation, “inciting targeted
physical violence against specific individuals
or groups and non-consensual sexualised
content”, and “derogatory or otherwise
harmful outputs pertaining to people with
marginalised identities"."®

The authors also noted: “Generative Al may
be leveraged to create false but convincing
content presented as authentic for the
purpose of misleading people. Generative Al's
capacity to create this content at scale can
make online abuse campaigns easier to carry
out, by both private and public actors. Such
campaigns may successfully harass targets—
including journalists, activists, and political
actors—into self-censorship. Female public
figures are especially at risk of targeted online
harassment”.

One form of Al-generated content that
has been particularly harmful is the
spread of deepfake sexual abuse, which
disproportionately targets women. This

is exemplified when the Grok Al chatbot,
developed by Elon Musk’s xAl, was abused
on a wide scale to generate fake and
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nonconsensual nudes of women and children
and spread them on X, the social media
platform he owns.”” A form of gendered
disinformation,'°® deepfake sexual abuse,
particularly targets women who are visible
online, such as journalists, HRDs, feminist
activists and politicians, to discredit and
silence them and exclude them from
participating in political and civic life.

“For women human rights defenders in
Tanzania, in Uganda, the women candidates,
vying for elections in Uganda, image-based
abuse is the tactic that is now draining their
swamp in terms of political participation”, said
Irene Mwendwa, a Nairobi-based consultant
on technology, Al, and law. She noted that,
while moderation of text-based content
moderation in some African languages has
improved, “non-consensual image sharing is
still very, very high, and there is very limited
knowledge or understanding about pulling
some of this content down”. She added, “the
implications are higher, so that is what is
really happening, and women human rights
defenders have really tried to hold training
opportunities, but also to hold some of these
tech companies accountable. But, from the
Big Tech side, the content moderation and
public policy and human rights departments
were all slashed down”.

“For women human rights defenders
in Tanzania, in Uganda, the women
candidates vying for elections, image-

based abuse is the tactic that is now
draining their swamp in terms of political
participation”

— Irene Mwendwa, Nairobi
During protests and conflicts, where the

role of civil society is even more crucial in
disseminating factual information, including
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life-saving information, documenting
violations and holding powerful actors
accountable, abuse of GenAl and platforms
by state and non-state actors disrupts
information flow and access and thereby
threatens civic space.

Victor Kapiyo, senior researcher at the
Collaboration on International ICT Policy

for East and Southern Africa (CIPESA),
acknowledged in an interview that there
have been positive uses of Generative Al
by civil society, which “has made it easier
to edit things, to advance its message
around and do its work. But when we have
groups that are organised to amplify wrong
or misleading narratives, then it becomes

a problem”. He explained, “Al-generated
images, algorithms have been leveraged

by different actors to target and ridicule

or diminish the work of civil society. So, in
some countries, we saw campaigns that
targeted civil society to discredit their work.
Also, from a civic space perspective, the
resulting threat to information integrity, in
the sense that spreading misinformation
about key topics during elections and
conflicts have become rampant. [There are]
organised groups that are paid by politicians
or other political actors to interfere with
information”. He specifically referenced the
spread of Al-generated images during anti-
finance bill protests in Kenya in 2024. Some
of these images were spread to manipulate
public opinion. According to researchers at
the Digital Forensic Lab (DFRLab), Al tools,
including GenAl, were deployed by a “network
of X accounts [that] appeared to operate in
coordination, amplifying several hashtags
that attacked protestors and boosted
support for President William Ruto and the
government”.0®

Many survey respondents said they were
concerned about how these GenAl tools
could be used to distort narratives about
their work and manipulate public debate.
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“Synthetic media and deepfakes increase misinformation, which can distort our narratives,
harm our credibility, and weaken public trust in civic actors like us”, one respondent said.
Another, based in the United Kingdom wrote: “Al systems can generate inaccurate or
misleading information, which may distort the narrative about our organisation’s activities or
goals, potentially undermining our credibility with the public and policymakers”.

By suppressing civil society content on platforms and exacerbating the spread of harmful
content, these algorithmic systems are shrinking opportunities for peaceful expression,
exchange of ideas, and access to information in the digital space. This is disruptive to the work
of civil society around the world.

A Nigeria-based respondent recounted that “algorithmic bias in digital platforms can reduce
the visibility of advocacy campaigns or misclassify human rights content as “sensitive”

or “political”, thereby suppressing civic voices online. Al-generated misinformation and
deepfakes further complicate advocacy efforts by spreading false narratives that can
discredit organisations like ours or undermine genuine social justice campaigns”. A Ghana-
based organisation responded: “Since we are a small startup and have not deployed Al tools
ourselves, our main concern lies in how external Al systems—Ilike social media algorithms

and content recommendation tools—affect our visibility and outreach. These systems can
sometimes limit the reach of our posts or misclassify our content, reducing engagement with
our target audience. Additionally, the rise of Al-generated content and deepfakes poses a
risk of misinformation, which can undermine public trust in genuine initiatives like ours. These
challenges make it harder to communicate our mission effectively and maintain credibility in
digital spaces”.

N
O
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o CIVIL SOCIETY DEPLOYMENT OF Al:

CIVIL SOCIETY
DEPLOYMENT OF Al:

Hurdles to adoption and
navigating ethical questions
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Out of 293 surveys received, 63 respondents (21.5 percent of all responses) said that their
organisations do not deploy Al at all. Of those that said they deploy Al tools, over half use
them in very limited ways, mostly to assist with research tasks. Only 49 respondents reported
that their organisations deploy Al tools more broadly, namely to assist them with a variety of
tasks (upwards of six to nine tasks) such as research, content creation, data collection, data
processing and analysis, and fundraising.

Scope of Alusage
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Of the organisations that deploy Al, three quarters use it for research. Just over half use Al
tools for content creation, data collection, and administrative tasks such as note-taking during
meetings, calendar management, and drafting emails. Slightly over 45 percent of respondents
said Al tools provide their organisations with support in data processing and analysis and
fundraising tasks such as writing proposals.
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While deployment of Al is still limited, its development is even more limited. Only 37
respondents said their organisations have experience developing their own Al solutions such
as chatbots, Al models for data analysis or building training datasets.
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Examples of development based on survey responses, desk
research, and the focus group include:

An internal Al-powered digital
engagement and research tool built by
the Roberto Save Dreams Foundation

in Angola to support policy research
and data analysis on climate change,
gender equality, and rural development,
as well as communication for awareness
campaigns and stakeholder mapping.

In TUrkiye, the Centre for Democracy
Research (CDR) developed Policyful,"™
an Al-powered platform that allows its
users to analyse and interpret policy
content interactively and access a
regulatory archive covering the Turkish
Parliament, ministries, regulatory
agencies and municipal councils.

In Jordan, the Jordan Open Source
Association (JOSA) built Nuha, Man
open-source model for detecting and
classifying online gender-based hate
speech in different Arabic dialects.

Independent Tunisian media outlet
Nawaat launched Nawaat Chronicles,™
an Al-enhanced archive platform
allowing readers, researchers, students
and journalists to easily access and
search an archive of over 22 years of
independent journalism on Tunisia in
Arabic, French, and English.

Independent media outlet Raseef22
launched Ask Aunty, an Al-powered
chatbot that enables readers to access
accurate information on sexual and
reproductive health and rights (SRHR) in
Arabic.™

In Nigeria, an organisation mentioned
that it developed Value for Money Al, a
tool that “automatically analyses audit
reports, detects corruption indicators,
and drafts legally sound petitions for

submission to anti-corruption agencies”.
The organisation said that: “Our
motivation for developing the solution
is to address the inefficiency and
complexity of drafting and submitting
corruption-related petitions in Nigeria.
Many citizens, journalists and activists
struggle to transform audit data into
legally sound petitions. By automating
this process using generative Al, we
enhance accessibility, accuracy and
efficiency, empowering stakeholders
to fight public sector corruption
effectively”.

Ekwere Akpan Foundation stated that it
developed EAF Insight, “an Al-powered
data dashboard designed to analyse
community needs and monitor project
outcomes in areas such as education,
poverty reduction, and women's
empowerment” to “enhance data-driven
decision-making, improve transparency
in project reporting, and strengthen
collaboration with partners such as UN
agencies and local governments”.

South African organisation GRIT built
Zuzi, an “African and trauma-informed”
Al chatbot to provide information on
the rights and legal services available to
survivors in addition to SRHR issues.™
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Obstacles to Al deployment

A combination of factors prevents organisations from deploying Al effectively or deploying it
at all. Of the 63 surveyed respondents that do not use Al at all in their work, a lack of financial
resources and technical capacity were the most commonly cited factors. Slightly over a third
of respondents cited challenges such as the lack of models in languages and contexts related
to their work as well as human rights and ethics concerns.

Reasons CSOs do not deploy Al
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Regardless of whether organisations
deploy Al or not, the lack financial
resources and technical capacity are major
obstacles to deployment.

One respondent working with a South Sudanese organisation that deploys Al in a variety

of tasks—data processing and analysis, content creation and promotion, engagement with
target audiences, support with administrative tasks and fundraising— wrote that Al “is literally
not familiar to us”, particularly when it comes to development of chatbots and apps for
engagement with target audiences. The respondent highlighted the “need [for] complete
package training” to be able to deploy Al tools “without difficulties”.

Another respondent working with an organisation that deploys Al in very limited ways in
research wrote: “The major obstacles preventing our organisation from developing and
deploying Artificial Intelligence (Al) solutions are primarily financial constraints and limited
technical capacity. As a nonprofit organisation, most of our resources are directed toward
programme implementation rather than advanced technological investments. We lack the
funding required to procure Al infrastructure, software and specialised expertise. Additionally,
our staff have limited exposure to Al tools and applications, making it difficult to integrate
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Al into our operations without targeted training and technical support. Overcoming these
barriers would require both capacity-building and financial investment to harness Al for social
impact effectively”.
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The constraints mentioned above can be interlinked. CSOs often lack financial resources to
hire professionals who can support them with exploring the possibilities offered by Al tools,
as well as integrate such tools into their workflows with policies and measures to ensure Al
adoption does not result in bias, inaccuracies, privacy violations and other ethical and human
rights infringements. This reality has been compounded in recent years by large-scale foreign
aid budget cuts that have forced many organisations around the world to scale back or shut
down operations.™ This has further limited the resources available for employees, making it a
challenge to “balance daily programme demands with learning and experimenting with Al..due
to time constraints and competing priorities” as one respondent noted. Another respondent,
whose Guatemala-based organisation does not deploy Al at all, stated: “Human rights
organisations like GAM are facing a big crisis related to funding, and this generates a big gap in
getting more information about how to use Al tools to strengthen staff knowledge”.

In some cases, finding people with necessary technical skills is a challenge. One respondent,
who works in Ethiopia, noted that “the most significant challenge is limited financial resources,
which makes it difficult to invest in advanced Al infrastructure and high-quality computing
tools. In addition, there is a shortage of local expertise in Al programming and data science,
making it necessary to rely on external consultants for technical support”.

“As a non-profit organisation primarily focused on civic and climate work, we face constraints
in terms of in-house Al expertise. Developing and managing Al models requires specialised
knowledge in data science, machine learning, and software engineering. These skills are not
always readily available within the civic sector,”, a respondent from Kenya said.

Financial resources are also needed to acquire the necessary hardware for organisations to
develop their own tools.Spring NGO in Pakistan said: “Developing or adapting Al solutions
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requires investment in software, hardware,
and skilled professionals, which has not

yet been feasible within the organisation’s
existing funding structure. Most available
grants focus on direct programme delivery
rather than technological innovation”.

Some respondents mentioned bad overall
infrastructure, such as poor internet
connectivity and lack of cloud computing and
data storage and management infrastructure,
which prevent them from deploying Al in their
work. One respondent working in South Africa,
noted that “reliable internet connectivity,
high-performance computing resources and
stable power supply are not always available—
especially in remote or developing regions
where our work is primarily focused”.

Respondents also noted the lack of models
that reflect the contexts in which they work
as another obstacle. “Many Al models are
not trained to reflect local languages, cultural
contexts, or the lived realities of marginalised
groups such as LGBTQI+ persons in Nigeria,
making them less useful or even biased in
our setting. We also have ethical concerns
around data privacy, misinformation and the
possibility of algorithmic bias, which could
harm the very communities we seek to
protect”, one respondent wrote.

One respondent, whose organisation “is in
the early stages of developing Al-driven
advocacy and research systems” said

that “we are cautious regarding ethical
implications and language representation.
Most Al tools lack training in Arabic and MENA
cultural contexts, limiting fair accessibility
and representativeness”.

“Our main limitation is access to locally
contextualised models trained on African
nutrition and behavioural datasets. Current
tools often reflect Global North biases and
lack sensitivity to local nutrition, and language
and gender dynamics”, Nigeria-based
respondent said.
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Centre Stage Media Arts Foundation (CSMA)
in Zimbabwe explained that in addition

to being constrained by limited human,
technical, and financial resources, language

is an obstacle: “We are unable to deploy free
Al tools since they use English mostly, yet

our audiences are more conversant in local

languages”.

In addition, the lack of high-quality data
availability on which models can be trained
is a major hurdle for civil society actors to
develop their own models instead of relying
on dominant models. This lack of data
becomes particularly scarce for low-resource
languages and for excluded groups. “For

Al to function effectively, it requires large,
high-quality datasets. In our case, linguistic
and cultural data (especially for under-
documented or oral languages) are limited
or scattered, which makes model training
difficult”, said the same respondent.

This is a sentiment echoed by disability rights
organisation Spring NGO in Pakistan: “access
to reliable data remains a barrier. Effective Al
deployment depends on large, high-quality
and well-structured datasets — something
that is often unavailable in the disability and
inclusion sectors in Pakistan. The lack of
standardised, disaggregated data makes it
difficult to build or train Al systems that could
meaningfully support advocacy work”.

“In many of the communities we serve,
especially in rural or marginalised areas, there
is limited access to reliable data. Additionally,
existing data may be fragmented, outdated,
or even not collected in formats suitable for
Al processing”, said a respondent who works
in the DRC.

Finally, sometimes Al use can be perceived
negatively, which may deter deployment. One
respondent from Sri Lanka wrote: “Normally
when we are writing proposals we use Al like
ChatGPT to develop our proposals, once we
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give our own input, it refines our English. But, the issue is, once it is submitted the funders

find it as Al generated as the wordings are from Al though the idea is from our side. So, though
we like to use Al, the tendency of rejecting our proposal is high due to recognition of Al use”.
Another respondent from Nepal added that due to the multiple risks they fear public backlash:
“Currently there are too many opaqueness about Al models and their algorithms that prevents
us from providing the models [with] our data which we do not know how [it] will be used and
stored. Also we do not want to misuse other’s copyright materials in our works without proper
attribution, and we definitely do not want to lose public trust in our institution due to Al".

Human rights and ethical concerns associated
with Al deployment by civil society

Civil society globally has expressed concerns over human rights and ethical questions
related to Al use. Nearly a third of respondents cited human rights and ethical concerns as
one of the obstacles that has prevented their organisations from effectively deploying Al or
deploying it at all. Respondents were particularly concerned about exacerbating the spread
of misinformation and disinformation (62 percent of all respondents) and the risks to privacy
associated with the design and use of Al models and systems (56 percent).
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When it comes to misinformation and disinformation, concerns include the use of Generative
Al models, which can generate outputs that may contain inaccuracies, biased information

or hallucinations. Inaccuracies and biases in Generative Al outputs can thus contribute to
undermining information integrity and public debate.

“Generative Al models can produce convincing but false or misleading content, which can
easily be weaponised to spread propaganda, manipulate public opinion, or discredit CSOs.
This is especially concerning in contexts where information ecosystems are already fragile.
The speed and scale at which Al-generated misinformation can circulate threaten both
democratic discourse and public trust in legitimate information sources”, one respondent
noted. “Al-generated content may contain inaccuracies or outdated information, which could
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be misleading or harmful if disseminated
to the public or used in advocacy efforts”,
another respondent said.

An online environment of information disorder
makes it challenging for civil society actors

to spread their messages. As one anonymous
respondent noted, “the growing problem of
misinformation generated by Al could weaken
public trust in advocacy messages and make
it harder for people to distinguish fact from
manipulation, a risk that can undermine
human rights work and advocacy credibility”.

Respondents expressed concern about the
way existing and dominant models were
developed—through massive data collection
including personal data without informed
consent—and thereby potentially exposing
personal information, in inputs into Al models.
According to one respondent, “many Al
systems rely on large amounts of data,
including personal or sensitive information.
This raises serious concerns about how

such data is collected, stored and used,
especially in environments where digital
surveillance is common and data protection
frameworks are weak. There is a real danger
that Al systems could unintentionally expose
or misuse information belonging to activists,
journalists, or human rights defenders, putting
their safety and privacy at risk. Ensuring data
security, consent and transparency in Al
operations is therefore a top ethical priority
for us”.

“Our main worry is privacy — most
Al tools collect and process large
amounts of data, and in a country like

Nigeria where LGBTQI+ people face
discrimination, any misuse or exposure
of personal data could put lives at risk”

— Anonymous respondent, Nigeria
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Nearly half of the respondents were
concerned about exploitation of other
people’s work in dominant Al models (for
example, the training of models using
copyright protected work without consent of
authors or compensation) and risks of bias
in the design and outputs of Al models and
systems. Some organisations also cited the
risk of dependence on Al models designed
and controlled by private tech players in the
Global North (44 percent).

The risk of bias is attributed to dependence
on Global North models that do not reflect
realities and contexts in which respondents
and their organisations work. It is also
attributed to existing systems being trained
on biased data and reflecting existing
inequalities. These risks can particularly affect
excluded groups such as LGBTQI+ people and
persons living with disabilities.

“The organisation’s foremost concern is

that Al technologies, if not developed and
implemented responsibly, may unintentionally
reinforce existing inequalities and biases—
particularly those affecting persons with
disabilities. Many Al systems are trained

on datasets that under-represent or
misrepresent marginalized groups”, said
Spring NGO in Pakistan.

“Many Al models are trained using data

that does not reflect the realities or voices
of African or queer communities. This can
lead to distorted or harmful representations
that reinforce stigma instead of supporting
equality. Another ethical issue is the
dependence on Al tools developed and
controlled by big tech companies in the
global north. These systems often lack
transparency (“black box” algorithms) and are
not accountable to local civil society needs”,
another respondent said.

“We are concerned that most Al tools are
trained on data from contexts that do not
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reflect African realities, which can perpetuate
bias in advocacy analysis and misrepresent
local voices. Additionally, privacy and data
protection remain critical challenges in South
Sudan where regulatory oversight is weak”,
stated a respondent.

For some, the dependence on dominant
models is seen as an ‘inequality issue’ that
only advances the interests of very few
powerful companies. For one respondent
based in Honduras, “one of the main

ethical concerns about the use of Artificial
Intelligence relates to the displacement

of human interests and rationalities by an
algorithm that ultimately responds to the
interests and priorities of a small group that

often does not even know the priorities of the

majority”.

“Exploitation occurs when creators’
copyrighted work is used to train Al models
without consent or fair compensation. The
high cost of developing these systems

is an inequality issue, concentrating

power and access within a few wealthy
organizations, which in turn reinforces biases
and compromises safety”, noted another
respondent.

“The high cost of developing Al
systems is an inequality issue,

concentrating power and access within
a few wealthy organizations”
— Survey respondent, Honduras.

The climate and environmental impacts were
also a concern for 115 survey respondents,
nearly 40 percent of all respondents.

One respondent said: “Artificial Intelligence
(Al) systems have significant environmental
impacts throughout their lifecycle. Training
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large models requires massive energy, often
thousands of megawatt-hours, leading to high
carbon emissions—sometimes exceeding the
lifetime emissions of several cars. Continuous
operation for [Al] inference™ also consumes
large amounts of electricity. Data centres

use vast quantities of water for cooling,
contributing to resource stress, especially

in arid regions. The production and disposal
of Al hardware creates electronic waste and
demand for rare minerals like lithium and
cobalt, which have their own environmental
and social costs. Additionally, data storage
and transmission add to energy consumption.
These impacts contribute to climate change,
resource depletion, and environmental

inequality.”
of respondents

. . — expressed

concern about
the environmental
impact of Al
systems

Another respondent working with the
World Diplomacy Organisation (WDO),
wrote in response to the survey that “as

an institution that promotes sustainable
development, responsible governance, and
ethical innovation, WDO believes that the
rapid expansion of Al technologies must be
balanced with environmental responsibility.
The organization advocates for greener,
energy-efficient Al models and greater
transparency from technology providers
regarding the carbon footprint and resource
consumption of Al infrastructure”.

There are also concerns about the lack

of human oversight and accountability

in decisions around Al systems and their
outputs. Increased reliance on Al to make
decisions and find information could erode

Al and Civ
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human judgement,” agency, empathy and
creativity and other human qualities, which
are necessary to the work of civil society.
One survey respondent who chose to remain
anonymous wrote: “Civil society is often
the last line of defense for marginalised
groups. Its strength lies in human empathy,
contextual understanding, and the ability

to challenge unjust systems. Our deep
concern is that an over-reliance on Al could
lead to the ‘automation of compliance’,
where human workers simply follow the

Al's recommendation without question.
This erodes the essential human judgment
and moral reasoning that is the bedrock of
effective civil society work. When a flawed
decision is made, who is accountable? Al?
The developer? The CSO that deployed

it? This accountability vacuum is a serious
ethical problem. An Al does not ‘know’

it is replicating past redlining or gender
discrimination; it just finds patterns in the
data it was given. The ethical failure occurs
when this output is accepted as fact without
critical scrutiny”.

“There are cases where people blindly trust
the answers provided by Al without analysis
or comparison with reality”, said a respondent
from Bolivia. One respondent stated that
“our organisation has not yet deployed Al
primarily because of concerns about its
limited ability to authentically connect

with human emotions and relationships”,
adding that: “We place high value on genuine
human interaction, empathy and contextual
understanding—qualities that current Al
systems often struggle to replicate with
originality and depth”.

Whether organisations deploy Al or not,
respondents who took part in the survey
generally showed an awareness of the risks.
They highlighted the need to deploy Al
responsibly and with sufficient safeguards to
prevent any harm.

#+'i%. Digital Democracy
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One respondent from Kenya noted the
following: “We believe that civil society

has a responsibility not only to adopt new
technologies but also to advocate for
safeguards, policies, and practices that
ensure Al serves the public good, especially in
areas like climate justice, civic participation,
and social equity. We are particularly
interested in collaborative approaches that
centre community voices in the design and
implementation of Al tools, ensuring that
technology amplifies, not replaces, human
agency and democratic processes”.

In some cases, organisations decide not to
deploy Al tools due to ethical and human
rights concerns.

A respondent who works with an Ethiopia-
based organisation that does not deploy Al
said that while the organisation STEM Plus
“recognises the transformative potential of
Artificial Intelligence, deployment is hindered
by unresolved ethical, legal, and human rights
concerns”. The respondent further added
that: “we actively consider potential ethical
and human rights implications in all our digital
initiatives. Our approach is precautionary and
principled, ensuring that when Al becomes
part of our programs, it is introduced
responsibly, transparently and inclusively. We
believe that sustainable technology must not
only advance innovation but also protect and
uplift humanity”.

These human rights and ethical concerns
do not necessarily equate to disinterest
from CSOs in deploying Al but rather show
that integration should be done responsibly.
A Colombia-based respondent stated the
following: “We are interested in exploring
artificial intelligence, but we are also
concerned about how it might reinforce
existing inequalities. Most models reflect
perspectives and languages foreign to

our contexts, which limits their value for
working with local communities. There

Al and Civil Society: Threats and C
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are also concerns about data protection,

the transparency of algorithms, and the
environmental cost of these technologies.

“The question is not just whether to

use Al, but how to do so without losing
autonomy or ethical purpose.”

The next section explores how organisations
address ethical issues and human rights risks
in their deployment of Al.

How CSOs attempt

to navigate human
rights risks and ethical
questions in their
deployment of Al

Despite the concerns noted above and
general awareness among respondents

about the risks of Al deployment, not enough
actions are taken by CSOs to implement
policies and measures to ensure that Al use
does not infringe on human rights. Of the 230
respondents who said that their organisations
deploy Al, only 38 percent clearly stated that
they consider and attempt to address ethical
concerns and human rights risks.

There are two factors that could explain

this trend. First, for those organisations that
deploy Al tools, its usage remains very limited,
while only a small fraction of organisations
have developed their own models. Another
factor is the lack of technical knowledge

and resources CSOs need to address

the identified risks and adhere to ethical
guidelines when deploying Al.

One respondent stated that: “Al is a relatively
new technology, about which we have little

#+'3% Digital Democracy
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information regarding its nature and risks;
however, the issue of privacy security is one
of the biggest fears.” A respondent whose
organisation does not deploy Al explained,
“What is preventing our organisation from
using Al is mainly the lack of knowledge on
the subject and the necessary funding. We
want responsible Al that does not violate
human rights, an Al that is useful for our work
and our community. The biggest challenge for
us is the various risks and impacts associated
with using Al. We won’t know how to

prevent them because we have very limited
knowledge”.

38%

of CSOs that deploy
Al have considered
and attempted to
address ethics and
human rights risks

Aland Civil Society: Threats and Obstacles to Deployment and Advocacy
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Respondents who said their
organisations consider and
attempt to address potential
ethical and human rights risks in
Al deployment

Unclear

20%

Yes

38.3%

Overarching policies and principles

guide deployment of Al for some of tzhe
organisations that took part in the survey.

In particular, these emphasise respect

for data privacy, protection from bias and
non-discrimination, fairness, inclusivity and
inclusion, transparency and accountability,
informed consent, human dignity, protection
of vulnerable populations and marginalised
communities, gender-sensitivity and
respecting copyrights.

A respondent, based in Bangladesh, said:
“We approach all forms of Al use through a
strict ethical lens. Our primary focus is to
ensure data privacy, avoid algorithmic bias
and maintain respect for human dignity.
Even in early stages of Al integration, we
consult relevant international human rights
frameworks and prioritize inclusive, safe and
accountable practices. If we adopt or develop
Al solutions in the future, a dedicated ethics
oversight mechanism will be established”.

Several organisations mentioned that while
they still do not deploy Al, if they would in
the future, they plan to ensure adherence to

ethical principles and human rights standards.

“As the organisation explores integrating
Al into program design and monitoring, it

) Digital Democracy
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remains committed to aligning with ethical
and human rights standards. This includes
ensuring data privacy, obtaining informed
consent, promoting gender-sensitive
algorithms and avoiding bias or harm to
vulnerable populations. WGHEN intends

to collaborate with ethical Al experts and
adopt global best practices to ensure that
any future Al solutions uphold transparency,
accountability, and inclusivity in line with
human rights principles”, stated a respondent.

Is your organisation’s
development or deployment of
Al guided by any specific human
rights frameworks or ethical
guidelines?

Unclear
1.7%

No
60.4%

Of respondents whose organisations deploy
Al, only 28 percent clearly stated that such
deployment is guided by specific human
rights frameworks or ethical guidelines.
These include the African Union Artificial
Intelligence Continental Strategy,"™® OECD Al
Principles,™ organisations’ internal policies,
the UNESCO Recommendation on the Ethics
of Artificial Intelligence,'” and to a lesser
extent the UN Guiding Principles on Business
and Human Rights.””» Some organisations also
listed local laws and policies such as national
Al strategies and data protection laws. To
help implement overarching policies and
principles, organisations mentioned putting
in place practical measures. The following
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sub-section provides an overview of these
measures based on survey responses and
insights from the focus group discussion.

%

28% of CSOs deploying
Al are guided by human
rights frameworks or
ethical guidelines

Practical measures for
responsible Al deployment

Personal data protection measures

Protection of privacy and personal data

is of utmost importance for organisations
deploying Al. To protect personal data,

some CSOs said they refrain from inputting
identifiable and sensitive information into Al
models, whether public systems or internally
developed ones, or they anonymise such
data.

A survey respondent who requested to be
anonymous wrote: “We try to be mindful
of ethical and human rights risks whenever
we use Al tools, even though we have

not developed our own Al model yet. Our
organisation works closely with vulnerable
LGBTQI+ individuals, so we prioritize data
privacy, confidentiality and consent in
everything we do. For instance, we avoid

;. Digital Democracy
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uploading sensitive or identifiable information
about beneficiaries into Al platforms and only
use trusted tools for research, learning and
communication”.

For its Ask Aunty chatbot, Raseef22
minimised personal data collection from the
start. "We do not require any accounts or
people to log in [to use the chatbot], and we
do not ask them to give us any information.
The only information that we store is the
country - just for analytical purposes. We do
not collect any personal identifiers, and we
do not share the information with any third
parties. So, our team is the only one who can
see the queries and the questions on the
chatbot”, a Raseef22 employee explained
during the FGD.

Raseef22’'s Ask Aunty:
privacy-first design
for sensitive health
information

For its Ask Aunty chatbot, Raseef22
minimised personal data collection

from the start. “We do not require any
accounts or people to log in, and we do
not ask them to give us any information.
The only information that we store is the
country — just for analytical purposes.
We do not collect any personal identifiers,
and we do not share the information with
any third parties.”

One FGD participant whose organisation
deploys Al internally to gather and organise
data mentioned that they limit the tool's
access to the organisation’s systems and
private information. “The thought we used
there is, would we give a junior staff person
the same level of permissions? If we would,
we can think about it with Al. If we would
not, [then] we should not give Al that many
permissions in our system to view information
and work with information”.
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To build Nuha, an Al model that can classify
hate speech against women in different
Arabic dialects, JOSA collected data from
social media. “We went through a lot of
processes on how we should handle this data,
what kind of data we should include when

we are monitoring social media and how we
can ensure privacy through social media
accounts we collected data from, and it was
very important that no personal information
was to be involved”, said a JOSA employee
during the FGD. She further explained: “we do
not store any personal information, and in the
data collection process, the data collectors
remove the data manually of any personal
information”.

Informed and prior consent of data holders,
ensuring they understand how their
information is used and that they can refuse
processing are essential. One organisation
stated: “We will avoid deploying Al where
consent, safety and data sovereignty cannot
be guaranteed”. Another respondent based
in South Africa, stated that “when working
with communities — especially in language
documentation, translation, or storytelling —
we make sure participants understand how
their voices, stories, or recordings will be
used. We never collect or share data without
permission”.

Measures to protect personally identifiable
information include secure data management
and storage practices. “We prioritise the
principles of data minimisation, informed
consent, and confidentiality. Personal or
sensitive information is handled with strict
access controls and encryption. Where
possible, we use anonymised or aggregated
data to protect individuals and communities
we serve”, said Tanzania-based.

Ethical reviews and data audits

In their deployment of Al tools, some
respondents mentioned that their
organisations assess risks to identify
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potential harms associated with bias, privacy,
and misinformation. Assessments were
emphasised not only by those that developed
their own models but also organisations

that use existing models. One respondent in
Bangladesh wrote: “We consider and address
potential ethical and human rights risks by
implementing rigorous safety evaluations,
fairness assessments and ongoing monitoring
to ensure responsible Al deployment”.

A number of organisations mentioned that
they conducted these assessments prior to
Al adoption or they make these assessments
on a regular basis. “Before implementing any
Al tool or system, we conduct an internal
review to identify possible risks to privacy,
security and fairness. This includes assessing
how data is collected, stored and processed
to ensure compliance with human rights

and data protection standards”, stated a
respondent based in Tanzania.

Auditing datasets for biases was specifically
highlighted for those that created or are
interested in creating their own tools during
the design and development stage.

“We carefully review datasets and Al outputs
to identify and minimize biases that could
disproportionately affect marginalized groups,
especially women and rural communities”,
said a survey respondent whose organisation
developed their own model. A respondent
who requested anonymity stated the
following: “If and when we do deploy Al tools,
our ethical and rights-based approach would
include... reviewing datasets for potential bias
and ensuring that Al models do not reinforce
harmful stereotypes as well as exclude
underserved populations. Where necessary,
we will work with technical partners to audit
data and algorithms for fairness”.

During the data annotation process to
develop Nuha, women annotators working in
the human rights field were given guidelines
to ensure that the model would be free from
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biases and would not infringe on freedom of
expression. “The thing that we had challenges
with is that there is a very thin line between
hate speech and freedom of speech; how do
the annotators know which is which, and how
to differentiate them both because we do not
want model that classifies everything as hate
speech”, explained a JOSA representative in
the FGD discussion.

In some cases, respondents acknowledged
that the capacity of their organisations is
limited when it comes to conducting these
types of assessments. “We also discuss
ethical implications within our team when
exploring Al-assisted work such as possible
bias, misinformation and data security

risks. However, we recognize that our
current capacity to conduct deeper ethical
assessments is limited. We are interested

in building stronger digital literacy and Al
ethics skills to ensure that as we integrate
technology into our advocacy, we do so in a
way that protects human rights and maintains
community trust”, said a survey respondent.

Transparency and accountability

Respondents noted the following as
important factors, namely transparency about
Al tools through the documentation of their
development and purpose; informing users
of potential risks; and making it clear to users
what the Al tool does.”If and when we do
deploy Al tools, our ethical and rights-based
approach would include ..making Al tools
understandable to users and stakeholders,
with clear explanations of how decisions are
made”, stated one organisation.

Al outputs and decisions also need human
oversight. Some of the mechanisms put

in place to ensure this oversight include
Human-in-the-loop (HITL) validation,
feedback mechanisms, and human review
and verification of any Al-generated content
“for accuracy, fairness and sensitivity before
publication”, as one respondent stated.

) Digital Democracy
Initiative

CDR in Turkiye, which developed Policyful,
said it ensures transparency of its Al-
assisted outputs and human oversight. The
organisation explained in a survey response:
“Our organisation develops Al tools

to strengthen civic engagement and
transparency in policymaking. We

prioritise the ethical use of Al by ensuring
data integrity, minimising hallucinations
through human-in-the-loop validation and
maintaining accountability in automated
analyses..We integrate ethical review and
human rights considerations into every stage
of our Al projects. This includes careful data
selection to avoid bias, transparency about
Al-assisted outputs and continuous human
oversight in model training and deployment.
We also provide public explainers and open
datasets to ensure that our tools contribute
to democratic accountability rather than
replace human judgment”.

“Our organisation develops Al tools
to strengthen civic engagement
and transparency in policymaking,

prioritising ethical use through human-
in-the-loop validation”

— Centre for Democracy Research
(CDR), Turkiye

One Tanzania-based organisation, stated
that: “We are committed to transparency in
how Al systems operate and how decisions
are made. We provide clear communication
to stakeholders about the purpose and
limitations of Al tools, and we maintain
accountability through regular audits and
feedback mechanisms”. Another organisation
based in South Africa, wrote: “We openly
communicate when Al tools are involved

in our processes, ensuring that human
reviewers, translators and leaders maintain
oversight and final responsibility for all
content produced”.
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When Al is deployed in research, one
respondent mentioned that they ensure
outputs are verified with scientific sources
and adequately cited. Another based in
Kenya, said that “we do not rely solely on

Al outputs for public advocacy without
verification”.

Emphasis was put on using Al to assist
humans and not replace them, particularly
in important decisions and when working
with excluded groups. According to the
same Tanzania-based organisation: “Al tools
are used to support, not replace, human
judgment. Critical decisions, especially those
affecting rights or reputations, remain under
human review to ensure ethical alignment
with our values and mission”.

Spring NGO said: “If civil society groups
adopt Al tools without understanding how
algorithms function or how decisions are
generated, it can lead to a loss of human
oversight. Spring NGO highlighted that Al
should support, not replace, human judgment
— especially in matters affecting vulnerable
populations”.

“Al should support, not replace, human
judgment — especially when working
with marginalised groups”

— Spring NGO, Pakistan

Stakeholder engagement

Some respondents underlined the need to
consult with and involve key stakeholders,
and particularly experts on Al ethics and
risks, as well as affected communities and
local authorities in relation to civil society’s
deployment of Al.

CSMA said: “If CSMA is to deploy Al models,
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ethical and human rights considerations and
risks will be of utmost importance. Adhering
to ethical issues will ensure that we respect
local cultures, involve local communities in
our deployment of Al models and also ensure
that our people, the primary beneficiaries of
our programmes, harvest the fruits of our Al
inspired work.”

JOSA conducted consultations with feminist
organizations and human rights defenders in
Jordan to build Nuha. “Feminist organizations
in Jordan had a really big role in the model
to be inclusive because it was important for
us to build something that is localized that

is similar to what we think violence looks

like in our own countries, and so it was very
important for these feminist organizations to
decide on the terminologies on the types of
violence”, said an FGD participant from JOSA.

Prioritising accessibility and contextual
adaptation

When Al tools are deployed, it is essential
that they are accessible to people and
communities they are supposed to serve and
that such deployment do not further result in
inequality and marginalisation, for instance,
due to disability, language obstacles, or lack
of internet access.

“If and when we do deploy Al tools, our
ethical and rights-based approach would
include..ensuring that the benefits of Al are
distributed equitably and do not widen the
digital divide. This includes building capacity
and digital literacy among our beneficiaries
and partners”, a respondent who requested
anonymity said.

Spring NGO said: “accessibility and inclusion
remain at the core of Spring NGO'’s ethical
framework. Al tools must be designed to be
accessible to persons with disabilities in
terms of both interface and content. Without
inclusive design principles, technological
innovation risks deepening the digital divide
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rather than closing it. In summary, Spring NGO
advocates for an ethical, inclusive, and rights-
based approach to Al, where technology
amplifies human dignity, promotes equality,
and ensures that no one — especially persons
with disabilities — is left behind".

Further, some respondents said in their
deployment they seek to adapt Al to their
local contexts to prevent risks of bias and
exclusion.

CDR mentioned that it has a “multidisciplinary
team of Al developers, researchers and legal
engineers [that] ensures that model outputs
remain contextually accurate and rights-
respecting”.

“We recognize that most Al systems are
trained on data that reflect Western or
dominant cultural worldviews. Therefore, we
work carefully to contextualize Al-generated
outputs, especially when translating Scripture
or creating educational content, ensuring
cultural and linguistic accuracy”, said a South
African organisation.

Awareness raising among staff

To help implement their Al policies and
measures, organisations also take steps at
raising awareness among their staff, partners
and beneficiaries on how to use Al ethically
and responsibly and about the human rights
risks and implications of such technologies.

Wardil Organization in Iraq stated that it:
“considers the ethical and human rights risks
related to the use of Al. Although we have not
developed our own Al model, we use Al tools
in limited ways—mainly for communication,
translation, and data organisation. We address
potential risks by promoting transparency,
privacy protection and fairness, and by
raising awareness among our staff about
responsible and ethical Al use”. While another
respondent wrote: “We regularly train our
staff and partners on responsible Al use,
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data ethics and human rights implications,
ensuring ongoing awareness and adaptation

to emerging standards and best practices”.

Limiting scope of Al use or size of
training datasets

Further, to minimize human rights risks,
some organisations deliberately choose to
deploy Al in limited ways, for instance, in
administrative tasks and data processing.

“We take potential ethical risks into account,
which is why we only implement artificial
intelligence for administrative processes and
data processing to reduce manual work”, said
a respondent from Ukraine. Another, working
in Ethiopia stated: “We take precautions not
to impact the rights of others. This may be
through not completely relying on Al as it
may create misinformation. Particularly we
apply caution while using Al for research and
content creation”.

An FGD participant from Uganda said his
organisation is “not actually jumping onto
the [Al] train is not driving core programs
at his organisation due to the sensitivity of
the topic it is working on—gender-based
violence— and the lack of context sensitive
tools. “The biggest concern is that Al does
not really reflect our realities. Tools do not
understand our languages, our culture, our
context, which can really lead to harm,
especially for organizations like us that

are dealing with issues that are related to
gender-based violence”, he explained.

Others choose to develop models based
solely on small datasets or data that they
control to minimize risks associated with large
language models, which are built on massive
amounts of data scraped from the internet.
This is the case for several Al tools developed
by CSOs and highlighted above in this report.

ocacy 43




€

Chapter 3

ADVOCATING FOR Al
ACCOUNTABILITY AND
GOVERNANCE:




Around the world, civil society organisations,
coalitions, and activists have been advocating
for stronger Al governance, in line with human
rights standards, and for mechanisms that
hold developers and deployers of harmful and
invasive Al technologies accountable.”? For
example, a coalition of 150 civil society groups
in Europe worked together to safeguard
human rights through the development and
application of the EU Al Act.” Following the
adoption of this Act, civil society had to
further monitor its implementation, as the
European Commission and EU Parliament
took steps to weaken its safeguards.** 12

In Brazil, civil society advocacy has been
successful in addressing a weak and self-
regulatory Al governance approach lobbied
for by the private sector.”® In the Occupied
Palestinian Territory, collaborative media
investigations revealed the extent of Israel's
lethal deployment of Al and biometric
surveillance systems in connection to the
genocide in Gaza'” and the complicity of
specific tech companies in these abuses and
war crimes.”® In India, the Internet Freedom
Foundation has been mapping FRT projects in
the country'?® and pushing for transparency in
the deployment of Al in public spaces.”°

Most survey respondents (nearly half) stated
that their organisations do not conduct any
advocacy work to influence how Al systems
are developed, deployed or regulated. About
a third of respondents stated that they
would like to influence how Al systems are
developed, deployed or regulated. Only 17
percent of respondents stated that their
organisations seek to influence the ways

Al systems are developed, deployed, and
regulated.

There are obstacles that stand in the way of
broader civil society participation, particularly
in the Global South, and contribute to

the debate around Al governance and
accountability. The main obstacles are

a lack of resources, a hindering political
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and regulatory environment, and a lack of
transparency surrounding the development

and deployment of Al systems.

First, in terms of resources, there is the lack
of funding and staff with needed knowledge
and skills in their organisations. These two
are interrelated as the lack of funds affects
organisations’ ability to hire employees and
consultants who can support them with Al
accountability and governance activities.

A Ugandan organisation, said that it “lacks
the necessary expertise in Al governance,
policy and technical development, making

it challenging to effectively advocate for
responsible Al practices”. It further explained
in the survey response: “Limited financial
resources hinder the organization’s ability

to participate in key forums, workshops and
conferences on Al governance and regulation,
restricting their ability to engage with
policymakers, experts and other stakeholders.
The organization requires training and
capacity-building programs to enhance

its understanding of Al technologies, their
applications, and implications for human
rights and social justice”.

“..Internally, we face a lack of technical
knowledge and skills needed to fully
understand how Al systems function,

how they affect human rights and how to
design strong advocacy strategies around
them. This gap makes it difficult to analyze
or respond to the growing use of Al in
surveillance, information control and public
communication”, said a respondent from
Tanzania.

In other cases, some respondents stated that
there is a general shortage of people with the
needed knowledge and technical skills in the
contexts in which they are working. “The main
obstacle is severe talent scarcity in Nigeria.
We lack local experts to technically audit
proprietary Al systems for bias and non-



compliance. This knowledge gap means we
cannot credibly challenge powerful deployers,
undermining our advocacy for fairness and
accountability in critical areas like facial
recognition”, one respondent who chose to
remain anonymous said.

In some cases, available funding tends to
exclude those conducting critical Al work,
particularly when that funding is coming
from the tech industry. Disha Verma, Program

Manager at the Global Tech Institute asserted:

“I will say that there is a glaring lack of

funds right now to fund critical work on Al
because there is way too much money to

do favourable work on Al. If you want to

work closely with an Al provider, and build

an Al safety institute, or have red lines and
guardrails for Al, work with the government on
a regulation, the positive reinforcements are
many. You will get a lot of money from it, from
all kinds of funders coming in from outside
India, or within India. But the minute you start
to say that maybe we do not need Al right
now, maybe we do not need Al in this sector,
or maybe we do not need Al in policing, we
do not need Al in welfare services, people
cut you out. There is no money for that
research. So how do we continue making that
knowledge? How do we continue creating
knowledge and research and outputs and
advocacy material when we are not getting
paid as researchers and activists? So that

is really concerning to me. Also to note that
Al has become a tool of soft power for India.
We take a lot of nationalistic pride in our Al
systems and our Al mission. So, the minute
you start to question it, it becomes like an
anti-national sentiment and a statement that
can be jarring for the government, so they try
to shut you off and basically attack you”.

Another major hurdle for civil society
participation in shaping how Al is developed,
deployed, and regulated is an unfavourable
regulatory and political environment.
Respondents and interviewees noted, in
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particular, the lack of robust regulations

on Al that align with international human
rights standards in addition to a climate

that hinders civic participation, further
complicating advocacy efforts. Despite rapid
and disruptive advancements in the Al field
and increased adoption across different
sectors and industries, robust human-rights
based regulation of Al is still moving at a slow
pace. In 2024, the EU adopted the Al Act,

a comprehensive framework for regulating

Al that takes a risk-based approach.® The
Act bans applications with unacceptable

risk and imposes strict requirements for
high-risk applications such as FRTs and
emotion recognition systems. It only imposes
transparency requirements for lower-

risk systems. The Act, however, has major
loopholes, including broad exceptions for use
of high-risk Al systems for the purposes of
defence, law enforcement, and migration.™?
Furthermore, under pressure from the tech
industry and the administration of Donald
Trump in the U.S,, the EU Commission
proposed to delay the implementation of
some provisions in the Al Act and weaken
some of its safeguards.

In other regions, Brazil has been in the process
of drafting a similar law that also adopts a
risk-based approach but it has yet to be
adopted. Other countries, like Japan™? and
South Korea,®* have adopted a ‘soft approach’
in their Al legislation, prioritising innovation
and imposing limited obligations on deployers
and developers compared to the EU Al Act.
Most recently, India adopted issue-specific
rules on deepfakes which mandated the
labelling of deepfakes and banned “deceptive
impersonations, non-consensual intimate
imagery and synthetic content tied to serious
crimes”.”® It also mandated platforms to take
down infringing content within three hours.'*¢
This short deadline was criticised by digital
rights groups which argue this will only result
in more automated removal decisions and
could have a chilling effect on freedom of



expression.”’

Many countries are currently opting to
adopt non-binding principles or codes
such as India,®® Saudi Arabia,*® and
Singapore.“® There are also guidelines
adopted at the international or regional
level such as the OECD’s Recommendation
of the Council on Artificial Intelligence (the
“Recommendation”)* and the Continental
African Intelligence Strategy.*?

There are “weak and sometimes non-existent
regulatory frameworks in Kenya and much

of Africa; there is a lack of comprehensive

Al governance laws as well as enforcement
mechanisms that protect communities

from misuse of Al. Existing data protection
laws (like Kenya's Data Protection Act) may
not be fully enforced as well as adapted

to the complexities of Al. There are often
regulatory capture and lack of independence
in oversight bodies”, said one respondent,
adding that as a result, “CSOs have limited
legal and institutional pathways to challenge
unethical and harmful Al deployments”.

Lack of political willingness and an unstable
political environment were also cited as
factors that hinder adoption.®“*4Civil society
in many countries is working in restrictive
and repressive operating environments. As

a result, they cannot effectively question
powerful actors’ deployment of Al to hold
them to account. Freedom of expression and
access to information, freedom of peaceful
assembly and the right to privacy are often
tightly controlled. According to the CIVICUS
Monitor’s 2025 data, “Only 7.2 percent of

the global population now lives in countries
where civic space is open or narrowed,

7.5 percentage points less than in 2024,
indicating a further deterioration of civic
space conditions globally”.%°

There is a “fear of retaliation or repression
raising concerns about government-
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deployed Al systems, especially those
related to surveillance, censorship, and
policing, which can be politically sensitive.
Civil society organisations may fear
retaliation, de-registration or intimidation
when calling out unethical practices. This
inhibits open advocacy and transparency,
particularly in restrictive civic spaces”, one
anonymous respondent stated. Another
respondent working in Afghanistan wrote:
“Our organisation does not currently engage
in direct Al advocacy due to operating
restrictions and security concerns in
Afghanistan. The lack of resources, expertise,
and safe civic space limits our ability to
influence Al policies or participate in related
forums. However, we are aware of the human
rights implications of Al and hope to engage
more once a safer environment becomes
available”.

Additionally, algorithmic opacity makes it
difficult for civil society to understand how Al
systems are deployed, hindering their ability
to hold deployers and developers to account.
In fact, 45 percent of respondents listed

the lack of transparency from deployers on
when and how they deploy these systems
and 38 percent listed the lack of algorithmic
transparency from developers on how their
systems work as obstacles to exercising
oversight and calling for accountability.

According to one respondent, “Externally,
there is a lack of transparency from
government and private sector actors
regarding when, where, and how Al systems
are deployed. This secrecy prevents civil
society from monitoring potential abuses,
assessing compliance with human rights
standards, or holding deployers accountable.
Together, these challenges limit our ability
to meaningfully influence Al governance
and advocate for responsible and ethical
use of Al technologies”. Another respondent
stated that “many Al systems, especially
those developed by private companies or



deployed by governments, operate as ‘black
boxes’ with little to no public visibility into: 1.
How they are built 2. What data they use 3.
What assumptions or biases they encode.

It becomes nearly impossible to assess and
even challenge harmful impacts, especially
when those affected lack the technical
knowledge as well as legal means to demand
redress”.

In other cases, governments’ own
communication about when Al is deployed
and when it is not can be confusing to
advocates, as Verma noted of the Indian
government’s approach in an interview. “The
government is not honest about what is Al
and what is not Al. They call everything Al. We
do not know if it is just machine automation,
if it is just simple maths. But when you ask,
when you seek further questions, it turns

out to be just a thermal imaging system, for
instance, not Al. It is called Al for the hype
train to add to the nationalistic fervour and so
on and so forth”.

According to Juan Manuel Garcia, an
Argentinian consultant at the intersection

of technology and human rights, some
organisations in Latin America had previously
submitted Freedom of Information Requests
(FOIAs) to government agencies to
understand how they deploy Al, but those
requests have not always resulted in positive
responses. “One of the main problems

that have been very common for many
organisations in Latin America is access

to information regarding the use of Al. The
Argentinian government in mid-2024 created
this new agency that is called the Unit for Al
for Security that has a really broad spectrum
of activities and some of the activities are
based on the use of Al surveillance of social
media. Different organisations have presented
FOIA requests, but they did not answer

them, so we do not know how they are using
it..Sadly, we do not know the specificities,
because they do not answer the requests. It is
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a problem”.

Lacking resources, access to information, and
facing retaliation for their work, civil society
is disadvantaged compared to powerful

and well-resourced government and private
sector actors in shaping how Al is deployed
and governed. Civil society also faces
exclusion from national and international Al
discussions.

“Civil society organisations like ours often
face closed-door policymaking and technical
barriers in understanding Al systems. Without
funding and open access to information, it is
hard to hold large tech actors accountable or
influence regulation effectively”, said a Kenya-
based organisation.

“There are few formal mechanisms for civil
society participation in policymaking, and
many discussions on Al governance take
place behind closed doors, limiting NGO
influence and representation”, said disability
rights organisation Spring NGO.

This often results in a power imbalance, where
the private sector with a few large players and
governments have more power to influence
these discussions and spaces and their
outcomes. The lack of representation of civil
society means human rights and impacts on
excluded groups are neglected.

“We are quite involved in Al governance; we
talk to our industries whenever we can, in
terms of how you govern Al, how do you set
up guardrails, etc. Al safety is a big thing in
India. But the problem is that it is really noisy,
the space. There are so many conversations
happening. There is a bustling and booming
Al industry in India, which wants in on every
room, which wants to say that innovation
versus regulation, we need innovation, we
do not need regulation. And then there

are the government quarters and the tech
conservatives that say that, no, regulate



everything, put everything to the ground...
The problem is that our government is
authoritarian, so giving them powers through
legislation and giving them powers through
regulation is dangerous because they will
surveil, they will intercept, they will do all

of that and curb free speech and right to
privacy whenever they can. But on the other
hand, letting the private sector run amok
and do whatever they like is also dangerous,
because these then become very powerful,
and as consumers, it tips the scale of
balance of power quite a bit. And we are not
equals, we are not able to hold our platforms
accountable. So either way, it is a lose-lose
situation for the citizens”, said Verma of the
Tech Global Institute.

While civil society in Brazil has been
successful in pushing back against an initial
Al draft bill that “was really favored by the
industry”*¢ and had “a very light touch and
minimalistic approach”’ to regulation, their
resources still do not match those of the tech
industry. As a more comprehensive draft bill
currently in consideration, Bill No. 2338/2023,
has yet to be finalised and enacted, the
private sector has increased pressure on
lawmakers."#®

Civil society from the Global South

faces additional hurdles participating

in international discussions and forums

on Al governance such as the global Al
summits'*® and the UN Global Dialogue on Al
Governance'™® due to expensive travel costs
and strict visa rules.

“Civil society voices from the Global South
are rarely present in major Al policy spaces.
Even when invited, discussions are often
dominated by private sector actors. Without
resources to participate, small organizations
like ours are left to adapt to systems we

had no say in shaping”, said an organisation
working in Nigeria. Another pointed out

the power imbalance that advantages
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companies and governments: “Large tech
companies and government institutions
often have asymmetric access to resources,
expertise and policy influence. Civil society
organisations, especially those working at
grassroots level, may lack the technical
capacity to audit systems and the political
capital to influence Al policy. This creates

a knowledge and power gap that prevents
meaningful accountability and engagement”.

The dominance of the English language in
these spaces is another hurdle for voices
from the Global South. “Civil society voices
from the Arab region are rarely included in
global Al policy debates. We aim to represent
these voices but face linguistic and logistical
limitations”, said an organisation based in
Jordan. Furthermore, there is the lack of
digital remote participation for those facing
visa restrictions or cannot afford travel. In
some cases, where remote participation is
available, lack of connectivity or expensive
data bundles hinder online participation.
“Civil society in South Sudan is often
excluded from Al policy discussions due

to limited connectivity and resources. We
need access to regional and international
policy dialogues to ensure local realities are
considered in global Al ethics debates”, said
one respondent.

According to one respondent, “most Al
discussions are led by actors in the Global
North. Local CSOs like EAO rarely have
access to consultations where African civic
perspectives can influence Al ethics or
governance frameworks”.
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CONCLUSION AND
RECOMMENDATIONS

Despite facing threats of surveillance, censorship,
disinformation, and a civic space under attack around
the world, CSOs have been fighting against harmful
trends and patterns in Al adoption by governments and
the private sector. On the global stage, they have been
successful in advocating for a ban on fully autonomous
weapons at the UN Convention on Certain Conventional
Weapons®™' and campaigns led by tech workers have
educated the public on the complicity of Big Tech in
Israel's Al-assisted genocide in Gaza and occupation of
Palestinian Territory."?

In Brazil, civil society efforts have been successful in
advocating for a more robust and human rights-based
alternative law to a weaker and self-regulatory bill that
was favoured by the private sector. Across the world,
civil society organisations have been building their

own small language models and their own datasets to
advance Al uses that align with their values and respect
of human rights, including the right to privacy, free
expression, and freedom from discrimination.

Despite the limited resources, civic space actors
demonstrate that an alternative approach exists in
contrast to the extractive nature of the Al models
proposed and implemented by Big Tech and then used
by governments. However, for civic space actors to
leverage Al's inclusive, non-extractive, and beneficial
aspects for all, and to prevent its harmful applications,
the sector needs resources and capacity building.

* With financial resources, CSOs can hire technical

expertise to help integrate Al in their work, build
their own models and datasets, and invest in the
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needed infrastructure, both software
and hardware.

Networks and initiatives that support
CSOs can also strengthen the capacity
of CSOs, including starting withbasic
knowledge and understanding such

as demystifying Al, the benefits and
drawbacks - to deploy it ethically and in
alignment with human rights.

There is a need for multilingual toolkits,
resources, and templates for frameworks
and policies that can help guide CSOs in
their deployment of Al. These resources
can cover, for example, policy templates
on Al use so that CSOs are transparent
with different stakeholders and detailed
technical guides on conducting human
rights impact assessments when
deploying and developing Al. Such
resources should be available in as many
languages as possible to reach as many
organisations as possible around the
world.

In addition to guides and templates,
many CSOs lacking technical expertise
and resources will need mentorship and
guidance from more technical coalitions
and organisations to integrate Al in
their work responsibly and assess and
address human rights risks.

It is essential to invest in tools,
resources, capacity building and legal
protection to allow CSOs to resist and
challenge the dominance of Global
North commercial models that do not
reflect the realities in which they work.
For instance, investing in independent
initiatives that support Al sandboxes,
the building of open, diverse and ethical
datasets, and small language models
could help CSOs access and deploy Al in
ways that do align with their values and
do not cause harm.
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In the face of Al-powered surveillance,
censorship, and disinformation eroding
civic space, it is worth exploring building
and strengthening broad and diverse
coalitions to exercise public pressure on
governments and tech companies.

It is also essential to continue raising
awareness and building digital security
skills of civil society actors to reduce
risk of unauthorised access to data and
mitigate such their impacts, particularly
with emerging threats associated with
Al

Given the far-reaching social, economic,
and political implications of Al, the
coalitions of CSOs pushing for robust Al
tech global governance need to include
more voices from the Global South

and from other sectors such as unions,
artists, and environmental and anti-
racist movements.
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The Digital Democracy Initiative (DDI) is a
programme to safeguard inclusive democracy
and human rights in the digital age. It focuses
on supporting local civil society in the Global
South, particularly in countries undergoing
democratic regression and where civic space

is under pressure.

For more information visit:
digitaldemocracyinitiative.net

()
cIvicus

CIVICUS is a global alliance of civil society
organisations and activists working to
strengthen citizen action and civil society
throughout the world.

For more information visit:
civicus.org
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Of the

7000

languages spoken
worldwide, Africa is home to

1/3

of them, making it the most
linguistically diverse continent.

Of the 7,000 languages spoken worldwide,
Africa is home to a third of them, making it
the most linguistically diverse continent!
Despite this diversity, African languages

are under-represented in Natural Language
processing (NLP), a subfield of artificial
intelligence and computational linguistics
concerned with enabling computers to
understand, generate, and manipulate human
language.?

NLP

Natural Language Processing

NLP techniques are fundamental to the digital
tools and platforms we use daily. They are
deployed to detect spam, predict what we
are typing, moderate content we post online,
recognise our speech and convert it into text
or to perform an action, for example, with
voice assistants. Large Language Models
(LLMs) deploy NLP techniques, and they
represent a significant advancement in the
field. They are trained in large amounts of
datasets and perform a wide range of tasks.?
They power Generative Al models and are a
key component of the content moderation
operations of social media platforms.

High quality datasets that are free from
biases, inaccuracies, and errors are essential
in the field of NLP, and large language
datasets are necessary for the development
of LLMs. These datasets are needed for the
training of machine learning models, and
when high quality data sets are scarce, there
are wide implications for people and their
human rights. For instance, their content can
be censored because a model misunderstood
it to be a violation of platform policies or
harmful content. Advocates for African
languages, digital rights, and accessibility
understand the implications this has in
content moderation.

Natural Language Processing: (NLP): A subfield of computer science and linguistics
concerned with understanding and analysing human language. Widely deployed in many of

the technologies and software people use on a daily basis, NLP combines statistical models,
machine learning, and linguistic rules to perform a wide range of tasks including sentiment
analysis, machine translation, and text classification.




"We have a lot of people on these social
media platforms who are communicating
in local languages. And so, you find that
some of the content that is in local
languages cannot be detected by the
platforms... Moderation systems will

also not address content that is in local

languages. Sometimes you find harmful
content being disseminated widely or
being amplified by algorithms. The lack
of investment in training the models in
local languages means that users will be
affected.”

— Victor Kapiyo, senior researcher at
CIPESA

A number of factors are behind the under-
representation of African languages in NLP,
including a colonial past that marginalised
African languages,* a painful legacy that
post-colonial rulers continued by retaining
European languages as official or semi-
official languages, and not taking adequate
measures to preserve local languages.® NLP
systems were also not built to meet the
needs of many African languages which

are structurally different from English, a
dominant high-resource language in NLP° or
have various substantial dialectal variations.
Another challenge is the lack of access to
modern computing power and cloud services
necessary for training models.’

All these obstacles exclude African languages
from the NLP field. As researchers on the
challenges and opportunities of NLP in low-
resourced Senegalese languages noted:
“Despite their societal importance and
widespread use in daily communication

and media, these languages remain largely
excluded from the digital and scientific
landscape of NLP. This gap poses a

dual challenge: the risk of technological
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marginalisation of major linguistic
communities, and the missed opportunity to
harness NLP for advancing locally grounded

research, especially in the social sciences”.®

The African Union has recognised the
language challenge in its Continental
African Intelligence Strategy, which includes
high level recommendations to promote
investment in NLP in Indigenous and local
African languages.® The Strategy’s fifth guiding
principle ‘Inclusion and Diversity’ states
that “the production, development, use and
assessment of Al in Africa will be inclusive,
non-discriminatory, leaving no one and no
place behind and benefiting everyone, and
respectful of the diversity of African people,
cultures, languages, gender dimensions and
nations”.

To address this gap, civil society and
academic initiatives have been launched
across the continent. Masakhane, “a
grassroots organisation whose mission is to
strengthen and spur NLP research in African
languages, for Africans, by Africans”® has
been building open and high-quality data
sets that support African language. This
includes text and voice datasets in East
African languages to support “building natural
language processing models that range from
spell and grammar checking, sentiment
analysis, topic modeling, text summarization,
misinformation and fake news detection,
machine translation and automatic speech
recognition models”." Another project by the
Maskhane community resulted in “the first
large, publicly available, high-quality dataset
for named entity recognition (NER) in ten
African languages”.” An important task in
NLP, NER is not only essential for automated
products and functions like spell-checking
and voice assistant but “it also enables
identifying African names, places, and
organizations for information retrieval”.”®

In another initiative, Code for Africa runs an
Al Sandbox with its self-hosted LLMs allowing




partners to prototype and experiment with
Al models in a secure environment and with
the support of a team of engineers.* Al
sandboxes are isolated testing environments
where developers and researchers can
experiment with Al and trial new models.

Despite the lack of high-quality data and
challenges in access to infrastructure and
computing power, civil society in Africa has
been experimenting with building their own
small models, trained on small datasets and
for specific purposes rather than the general-
purpose LLMs. Civil society is “leveraging Al
for advocacy, factchecking, monitoring (of
elections, hate speech and disinformation),
digital literacy, public accountability, and
community engagement”, according to
CIPESA’s 2025 State of Internet Freedom
Report, which assessed implications of Al on
digital democracy in 14 African countries.”

“In the women'’s sexual health and
reproductive sector, a lot of the
organisations have been able to draw
patterns based on intake of complaints

or issues to do with women’s SRHR
[Sexual and Reproductive Health and
Rights] issues. And they have been able

to conduct research both, qualitative and
quantitative, and some have built small
models. You hear them saying we have
built this app, we have built this tool to just
see if it can teach women to do this, and
when you explore some of these tools, one
or another, you find that actually you see it

is based out of data they have collected”.

— Irene Mwendwa, Nairobi-based
consultant on technology, Al and law

She mentioned as an example, Zuzi, an
“African, and trauma-informed” Al chatbot
developed by South African organisation GRIT
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to provide information on the rights and legal
services available to survivors of gender-
based violence.”®

In other examples in Tunisia, independent
media outlet Nawaat launched Nawaat
Chronicles,” an Al-enhanced archive platform
allowing readers, researchers, students and
journalists to easily access and search an
archive of over 22 years of independent
journalism on Tunisia in Arabic, French, and
English. In Kenya, Mzalendo Watch has been
developing Al tools to facilitate access

to parliamentary data and proceedings.®

The latter is one of several other examples

of CSOs across the continent, including

in Nigeria, South Africa, and Zimbabwe,
developing Al tools to facilitate access to and
analysis of official documents and improve
transparency.” In Senegal, Jangat, an Al-
powered platform, allowed voters to compare
the electoral programmes of candidates in
the 2024 election.?°

“I have been able to see a lot of opt-in by
citizens, opt-in from a point of civic duty

or civic participation, where individuals

are just using their knowledge on building
technologies as computer scientists, as data
scientists, some self-taught, some [are] young
people who do not even have jobs, to really
showcase how technology can be used to
create social cohesion and civic engagement
or public participation here in Kenya and
other countries”, said Mwendwa. She added
that it is unfortunate that participation and
creativity are “inhibited” by government
restrictions such as app restrictions and
network shutdowns, as was the case during
the Tanzanian election in 2025. “Africa can
also harness the power of these same Al
technologies to grow our democracies, our
economic opportunities. At the same time,
that same prowess is being used against
them [African youth], communicating two
very different things for young people who are
just trying to seek opportunities”, she added.

Case Study: African Langue and Natural
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Palestinians in the Occupied Palestinian
Territories (OPT) feel the impact of Al
technologies deployed by Israel to control
and subjugate them. Israel deploys biased
and flawed algorithms to monitor what
Palestinians are saying online under the
pretext of preventing terror attacks,' and
thereby criminalising Palestinians’ calls for
resistance to the occupation and an end to
the genocide.? In the West Bank, networks

of facial recognition track and monitor
Palestinians,which hinders their freedom of
movement, association, and right to peaceful
assembly. The surveillance can also restrict
their rights to access health services, engage
in entrepreneurial activities, and worship
freely.® In the genocide in Gaza, the Israeli
military has used machine learning tools that
rely on mass (biometric) surveillance to track,
generate, and bomb targets,* in gross violation
of International Humanitarian Law (IHL), in
particular military necessity, proportionality,
distinction between combatants and civilians,
and precaution.®

The private sector, including tech companies,
has been benefiting from the Israeli
occupation and the genocide in Gaza.® For
example, the Israeli military and the apartheid
regime rely on cloud storage provided by
tech giants, including Google, Amazon, and
Microsoft, to collect massive amounts of
data on Palestinians through surveillance and
privacy-infringing practices.

Local, regional, and international civil

society has engaged in different tactics and
strategies to investigate and document the
impacts of these technologies on Palestinians
and hold the developers, deployers, and
enablers to account.

#+'3% Digital Democracy
Initiative

“We are looking at a situation where Israel
is using Al tools in a horrendous, horrifying
way and we are calling for accountability
for any company or anyone who is
providing them with this assistance. It is
how we attempt to hold Israel accountable
for war crimes and especially if we are
able to impact the private companies who
are involved in providing assistance to

power Israel's Al systems and tools”

— Jalal Abukhater, Policy Manager at
7amleh, regarding his organisation’s
approach to Al accountability in the OPT.

He added that, “targeting Israel is not an easy
task. We do not do that. We do not engage
Israel. Israel is committing war crimes. We

are engaging the companies who are seen

to be complicit in those war crimes by
providing assistance when it comes to Al”.
The organisation has also advocated at the
EU level to call for stricter controls on exports
of EU-manufactured technologies to Israel,
which are then deployed against Palestinians.

Tech workers also have been organising
through campaigns such as No Azure for
Apartheid’ and No Tech for Apartheid

to demand that Microsoft, Google, and
Amazon end their cloud storage contracts
with the Israeli government. Campaigns
include internal petitions, sit-ins, walk-

outs and public pressure. In some cases,
employees have faced retaliation® for their
activism, including termination, doxxing, and
surveillance®. Activists have also protested
at events such as the United Nations Al for
Good Summit in Geneva in July 2025, calling
out those actors that have enabled Israel’s
Al-assisted genocide against Palestinians in
Gaza"? as well as at a Google event" at the Al+
Expo in Washington D.C."”

—
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Sustained pressure has paid off, in some
cases, with Microsoft announcing in
September 2025 that it had terminated

an infamous Israeli military unit's access

to “specific cloud storage and Al services
and technologies”, although the company
still provides other services to the Israeli
military.® The unit in question, Unit 8200,
runs a massive surveillance program that has
“collected, stored, replayed and analyzed
millions of civilian phone calls from Gaza and
the West Bank”, as documented by a joint
investigation between the Guardian, Israeli-
Palestinian publication +972 Magazine and the
Hebrew-language media outlet Local Call.

In addition, civil society groups and
researchers successfully pushed for a

ban on fully autonomous weapons at the
UN Convention on Certain Conventional
Weapons,” with the UN Secretary-General
calling for Member States to set clear
regulations and prohibitions on such systems
by 2026.¢ Strategic litigation has been used
as a path of resistance against European
governments for their exports of weapons
to Israel, for example, in the UK and the
Netherlands.®

Despite these efforts, and evidence of the
impacts of these technologies, accountability
remains elusive. Globally, amid an unchecked
Al race, there is a lack of willingness to
institute protections from Al's most salient
harms. For Palestinians in the West Bank and
Gaza, the occupation deprives them of the
most basic protection, including due process
and self-determination. Al accountability
starts with holding Israel to account for its
occupation and war crimes, as Abukhater
reiterated:
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Sustained pressure,
tangible results

July 2025

Activists protest at the UN Al
for Good Summit in Geneva,
and at a Google event at the
Al+ Expo in Washington D.C.

September 2025

Microsoft announces it
terminated Unit 8200's access
to "specific cloud storage and
Al services and technologies”

2026

Deadline set by the UN
Secretary-General for Member
States to establish clear
regulations and prohibitions on
fully autonomous weapons
systems

“There is no infrastructure to protect people,
to regulate the use of Al tools. A big obstacle
is that we are under occupation, there is no
sovereignty, there is no self-determination.
People are not able to just go to a court

and say that my rights are being violated

by the use of this Al system, and this court
would listen to us, there is no such thing.
The Al in Palestine is being used to commit
crimes against humanity in a systematic

and regular way. So, for us, accountability
starts with accountability for Israel not just
on Al, but to hold Israel accountable for the
illegal occupation of occupied territory. We
call on countries to respect their obligations
and duties towards not supporting Israel’s
occupation, and there is an ICJ court ruling
that ordered Israel to cease or end the
occupation, and third countries have a
responsibility to respect the ICJ orders. So for
us, the issue of accountability is much larger
than just Al itself”.




The Al technologies of repression that

Israel deploys to subjugate and control
Palestinians and commit genocide in Gaza
have even wider repercussions for the entire
world. Israel's military industrial complex, a
leading exporter of military and surveillance
technology around the world, has long made
Palestine a testing ground for its latest
weapons and technologies of repression,
including border and surveillance systems,
and spyware and attack drones. Palestine

is “Israel's workshop, where an occupied
nation on its doorstep provides millions of
subjugated people as a laboratory for the
most precise and successful methods of
domination”, wrote Antony Loewenstein in his
book, The Palestine Laboratory.”

As Dima Samaro, a Palestinian lawyer

and researcher, and director of Skyline
International for Human Rights, told CIVICUS
in an interview in July 2025, “Gaza serves
as a warning”.?° “As militarised Al becomes
normalised, the language of ‘precision’

and ‘efficiency’ masks atrocity. The lesson
from Gaza is clear: when Al-powered
machines control who lives, human rights
die. This transcends Palestine’s tragedy — it
foreshadows everyone’s future”, she added.

Despite the obstacles and the lack of
resources, civil society groups and activists
in Palestine and beyond continue to demand
accountability and justice through public
campaigns, strategic litigation, disruptive
actions, worker campaigns and boycotts.
The different campaigns and coalitions that
have emerged from this fight need sustained
support in the face of powerful governments
that refuse to regulate dangerous Al systems
and an industry with the resources and
influence to undermine any form of regulation
that could reign in their technologies and
therefore affect their profits.
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“Gaza serves as a warning. As militarised
Al becomes normalised, the language

of ‘precision’ and ‘efficiency’ masks
atrocity. The lesson from Gaza is clear:
when Al-powered machines control who

lives, human rights die. This transcends
Palestine’s tragedy — it foreshadows

everyone'’s future”

— Dima Samaro, Palestinian lawyer
and researcher, director of Skyline
International for Human Rights.

“The obstacles we are facing is that we are
going up against very big, large companies,
huge companies. And our concerns are
not really backed up by institutions or a
regulatory body that is actually influential
or powerful. We are talking as a civil
society with very limited resources on

those big issues, but we are facing a
larger problem when it comes to lack of
regulation, lack of infrastructure and lack
of capacities to influence the policies on
the Al tools that are used here”

— Jalal Abukhater, Policy Manager at
7amleh
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In December 2024, the Federal Senate in
Brazil approved Al-related legislation, Bill
No. 2338/2023. This comprehensive law
sets out principles, rules, and mechanisms
for regulating Al in a way that is aligned

with fundamental rights and democratic
values. It adopts a risk-based approach

to Al governance, similar to the EU Al Act,
establishing three tiers of Al systems.!
Systems that pose excessive risk shall be
prohibited; high risk shall be heavily regulated;
and other systems must meet basic
requirements of regulation. The legislation
also mandates assessments of algorithmic
impact for high-risk systems and human
oversight and strict requirements for Al use
in the public sector. It further establishes
several rights for individuals interacting with
Al systems, including the right to explanation
and the right to contest decisions that
significantly impact them.

This law was first proposed in 2023 but had
to be reviewed and voted on by the House

of Representatives and adopted by the
President. It is still unclear when it will be
adopted and how the bill will look before it

is adopted. However, the law is considered a
win for civil society in Brazil which has been
advocating for human rights-based regulation
of Al.2

In fact, another bill that was first proposed to
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regulate Al in the country, draft Bill no.21/2020
adopted “a very light touch and minimalistic
approach” with “several substantial gaps,
being either laconic or vague as regards some
key elements such as risk assessment and
oversight mechanisms”.2 This bill “ was really
favoured by the industry,” said Yamin Curzi,

a professor at the Centre for Technology

and Society at Fundacao Getulio Vargas
(FGV) Law School in Rio de Janeiro. “But of
course, civil society pushed a lot against

this, because it would not give the process

of accountability and the due process that
we needed to have, actually, governance

of the Al systems. We would have only the
industry regulating itself. So then, civil society
pushed against this. We had a lot of push

by civil society organizations back then and

a lot of debates, also in academia”. As a
result of the civil society pressure, including
Coalizao Direitos na Rede (CDR), a coalition of
51 academic and civil society organisations

in defense of digital rights,* Brazil's Senate
launched multistakeholder public hearings
and consultations for a substitute bill.

academic and civil
society organisations
form the Coalizdo
Direitos na Rede (CDR)

As part of its efforts, CDR, which has
conducted campaigning and advocacy on Al
regulation in the country, published petitions,®
sent letters to lawmakers,® submitted input
for an alternative bill,” and engaged directly
with members of parliament. 8 CDR has also
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conducted legal analysis and campaigned
for a ban on the use of facial recognition
technology in public spaces.®

While civil society has been successful in
pushing back against the initial Al draft bill
and shaping a more robust alternative, a long
road still lies ahead, as the tech industry and
lawmakers can still undermine human rights-
based regulation of Al. Already the version

of Bill No. 2338/2023 that was approved by
the Senate in December 2024 had been re-
shaped. For example, under pressure from
technology companies, algorithmic systems
to recommend content were not listed under
the high-risk category and most references
to ‘information integrity’ or ‘freedom of
expression’ were removed after Big Tech
companies and members of the opposition
equated such references with ‘censorship’.”®
Pressure came not only from Big Tech
companies, as Lais Martins, a Brazilian
investigative journalist based in Sdo Paulo,
wrote for Policy Tech Press: “Advocates for a
weaker regulatory approach (or no regulation
at all) were joined by Brazilian industry groups
and data center executives, all echoing a big
tech narrative that regulation would hinder
innovation. To some extent, their efforts were
successful in weakening what started out as a
very ambitious bill".

“Both bills are still alive because people

are trying to push for Al regulation also
with this principled logical approach still
nowadays..Bill 2338/2023 is being discussed.
It was approved in the National Chamber,
but because when the Senate approves

a bill, it goes back to the National Deputy
Chamber for revisions, and then again

goes to the Senate, to be sent out to the
federal government for final ratification,
before it is signed to be enforced. They try
to retrieve some of the due process rules
because of the lobby of big tech, especially
by Microsoft, but also, Al enterprises and
associations of industries, especially linked
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to the agribusiness here in Brazil because we
have tons of Al deployments in agribusiness”,
asserted Professor Curzi.
While civil society continues the fight," they
face obstacles in their advocacy efforts:
“most of these [government] agencies are
based in Brasilia, the capital of Brazil. Civil
society is not there. Civil society is in Rio, in
Sao Paulo, in the Northeast but not in Brasilia.
It is really expensive to have a lawyer. It is
really expensive for them to do advocacy all
the time. And for the enterprises, it is not.
They go all the time there, they have this
capacity of being in private spaces with the
regulators..and they established links to and
relationships with these people [regulators
and lawmakers]”, Curzi declared.

In the meantime, Brazilians belonging

to excluded groups, including Black

and Indigenous people, continue to

face discrimination in Al systems. Facial
recognition cameras are widely deployed

in public and private spaces with little
protection, transparency, and oversight,
thus posing risks to privacy, freedom of
expression, and freedom of association.
Brazil's civic space was rated as obstructed
by the CIVICUS Monitor in 2025, a rating it has
retained since 2018.

“It is really expensive to have a lawyer.
It is really expensive for them to do
advocacy all the time. And for the
enterprises, it is not. They go all the

time there, they have this capacity
of being in private spaces with the
regulators.”

— Yasmin Curzi, professor, Centre for
Technology and Society, FGV Law School.
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Digital Democracy
‘.o Initiative

The Digital Democracy Initiative (DDI) is a
programme to safeguard inclusive democracy
and human rights in the digital age. It focuses
on supporting local civil society in the Global
South, particularly in countries undergoing
democratic regression and where civic space
is under pressure.

For more information visit:
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cIvicus

CIVICUS is a global alliance of civil society
organisations and activists working to
strengthen citizen action and civil society
throughout the world.

For more information visit:


https://digitaldemocracyinitiative.net/
https://www.civicus.org/

